OCHOBBI aSyncio Ij1s1i ceTeBbIX
HHXKEHEepPOB

Natasha Samoylenko

Mmast 30, 2023






1

1. OcHoOBbI paboTbl ¢ conporpaMMaMmu

OrjaBjieHHue

CpaBHeHMWEe aCMHXPOHHOI O MPOrpPaMMUPOBAHNA U MOTOKOB . . .« « « v v v v v o o v .

TepMuHonorva . . . . . . . . ...
Brokunpyowmnin/He61IOKNPYIOLLNIA BbI3OB .
Awaitables . . . . ...
Coroutine (conporpamma) . . . . . . . . .
Task (3apava) . . . . . .. .. ... ...
asyncio.Future . . ... . ... ... ..
Multitasking . . . . . . ... ... ...

ConporpamMmmbl U 3ada@4” . . . . . . . . . . . .
asyncio.run . . . ... L.
await . ... L. Lo
asyncio.create task . . . . . . .. .. ..

MpuMepsbl ncnonb3oBaHna await n create task . . . . . . . . . . . .. .. .. ..

3anyck Heckonbkux awaitables . . . . . . ..
asyncio.gather . . . . . . ... ... ..
asyncio.as_ completed . . . . . . . .. ..
JononHuTeNnbHble MaTEPUANbl . . . . . . . . .

2. ACUHXPOHHbIE MOAYJMN

asyncssh . . . . . ... Lo
OcHoBbl@asynssh . . . . . . .. .. ...
asyncio.wait for . . . . ... ..o,
asyncwith . . . . . ... ... ... ..
MofknoYeHne K HECKOJIbKUM YCTPONCTBaM

scrapli . . . ... L
OcHoBbl scrapli . . . . . . . .. ... ..

Mony4yeHmne CTPYKTYPUPOBAHHOIO BbiBOAA C MoMowbto TextFSM . . . . . . . . . .

MoaktoYeHne K HECKOJIbKUM YCTPONCTBAM
MoaktoveHne ¢ TpaHcnopToM asynctelnet

O 00 0O N N NNoo vt w W

e e
0o N P> MO

21
22
22
25
28
28
31
31
34
35
37




7

JononHuTenbHble MaTepuaibl . .

3. Co3paHuMe KJ1accoB ¢ asyncio

Co3paHune ak3eMnasapa . . . . . .
classmethod . . . . . . . ..

ACVIHXpOHHbIIZ MEeHEeOXEP KOHTEKCTA . . . . . v v v v v v v vt e v e e e e e e e

ACMHXPOHHaa nTepauma . . . . .
MpuMepbl KNaccoB . . . . . . . .

Knacc pna nogkato4deHus no SSH ¢ noMmowbio asyncssh . . . . . . . . . . . . ..
Knacc utepaTtop 415 NpOBepKM AOCTYMNHOCTW YCTPOMUCTB ping’'oM . . . . . . . . .

JononHuTenbHble MaTepuabl . .

4. Acnonb3oBaHue MOA YA asyncio

list/dict/set comprehensions . . .
[ekopaTopbl A8 conporpaMmm . .

BcTpoeHHble fekopaTopbl .
ACWUHXPOHHbIE reHepaTopbl . . . .
asyncio subprocess . . . . . . ..

3aMnyCcK CUHXPOHHOIO KOAA B MOTOKAX + + + « « v v v e e e e e e e e e e e e e e e

Semaphore . . . . . . ... ...

5. PaboTa c uMK/IOM coObITUM
LUnkn cobbiTun (Event loop) . . .
OTMeHa3agay . . . . . . .. ..

6. JononHuTenbHaa nHpopMmauus

TecToBbIn HTTP cepBep ¢ FastAPI
netdev . . ... ... ... ...
OcHoBbl netdev . . . . . ..

MooknyYeHne K HeCKOJIbKUM yCTpOVICTBaM ....................

JononHuTenbHble MaTepmaibl

CkavaTtb PDF/Epub

38

39
39
41
44
45
49
49
52
54

55
55
58
59
61
62
63
63

67
67
67

69
69
70
70
74
75

77

ii



OCHOBBI asyncio OJisi CeTeéBbIX HH2KEHEepPOoB

B KHUre paccMaTpumBalOTCsA NpPaKTUYeCKoe NpuMeHeHne asyncio ans paboTbl ¢ ceTeBbiM 060pya0-
BaHMeM. He paccMaTpumBaeTCsa 3a4eM N NoOYEeMY CETEBOMY MHXXEHEPY BOPYI HY>XXHO pa3bupaTtbcs C
asyncio, HoO BO3MO>XHO byaeT B 6os1ee NO3AHUX BEPCUAX KHUTW. [TOKa 4TO peKOMeHOy0 NOCMOTPETb
cepuio BMAEO Nekumnm npo asyncio ot tukasz Langa (core developer Python, co3paTens black). 3To
OTBETUT Ha MHOIMe BOMPOCHI 3a4€M U MOYEMY U HY>KHO JIN 3TO KOHKPETHO BaM.

MpumeuyaHue: Ecnv Bbl genaeTe 3agaHna us kypca «Advanced Python ana ceTeBbiX MHXXEHEPOB»,
TO COOTBETCTBUE pa3fesioB Takoe:

» 17 pa3sgen 3afaHuii - 1, 2 pasgesibl KHUMU

e 18 pasgen 3agaHun - 3, 4 n 5 pazgenbl KHATK



https://www.youtube.com/playlist?list=PLhNSoGM2ik6SIkVGXWBwerucXjgP1rHmB
https://github.com/pyneng/advpyneng-online-2-sep-nov-2020/tree/master/exercises/17_async_libraries
https://github.com/pyneng/advpyneng-online-2-sep-nov-2020/tree/master/exercises/18_using_asyncio

OCHOBBI aSyncio aJ1s1 CeTeBbIX HHXKEHEPOB




1. OcHOBBI PadOTHI C COMPOrpaMMaMH

Mogayib asyncio MOXKHO pa3fennTh Ha ABE YacTU: BbICOKOYPOBHEBLIN MHTEPMENC A nosib3oBaTe-
Neli, KOTOpble MULLYT NPOrpamMMbl U HU3KOYPOBHEBLIV MHTEPGEC A aBTOpoB Moaynei, bubavo-
Tek 1 ppeMMBOPKOB Ha OCHOBE asyncio. B KHMre paccMaTpuBaEeTCs TOJIbKO MepBasi YacTb M Yalle
BCero, BTopasi He NoHazobumTcs.

MNpuMmeuyaHue: Ha MOW B3rnang, asyncio 9TO O4Ha N3 TeX TeM, KOTOopble C/TI0OXKHO NMOHATbL Mo O AHOMY
NCTOYHUKY. MMO3TOMY A O4YeHb PEKOMEHAYI0 YNTaTb/CMOTPETb Pa3Hble MaTepuasibl, €C/iN Bbl nen-
CTBUTEJIbHO XOTNTE B 3TOM pa306paTbcs'-|. Ecnun Hy>XHO nuuwb obliee NoHNMaHMe, MOXKET XBaTUTb U
O[HOI0 NCTOYHUKA NHOPMaLUN.

CpaBHEeHHEe AaCHHXPOHHOI'0 NPOrpaMMHPOBaHUSI U IIOTOKOB

B Python ecTb Tpu 0CHOBHLIX criocoba 3anyckaTb 3a4a4un «napasiyielbHO»:
* npouecchl
* MOTOKU

* aCMHXPOHHOE NporpaMMnpoBaHme

MpuMeuyaHume: losIHOULEHHO NapassesibHas pa60Ta 6YD,ET TONbKO Npwn NCNoJ1b30BaHNW MNMpPoL,eCCOB,
Mo BCeX OCTaJlbHbIX CJZlyHad pedb naetT o nornepeMeHHOM BbIMOJIHEHNN (concurrent).

Mopaynu, KoTopble MO3BONSAIOT 3anMyCTUTb 3a4a4u:
e B npoueccax: multiprocessing, concurrent.futures

e B noTokax: threading, concurrent.futures




OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

* ACMHXPOHHO: asyncio 1 Macca Apyrnx BapnaHTOB U CTOPOHHUX (HPENMBOPKOB

Mpumeuanue: [n15 ynpouweHuns a byay roopuTb 0 3anycke (MyHKLUA B MOTOKax/mpoueccax, HO
TEeXHUYeCKn 3TO MoXKeT bbiTb 1060 Bbi3biBa€MbIl 06BbEKT. AHANIONMYHO Aasiblle 5 B OCHOBHOM
nuLy asyncio, HO NOYTWN BCe M3 CKa3aHHOro Npo asyncio OTHOCUTCA W K APYrnMM BapuaHTaMm acu-
XPOHHOIr0 NPOrpamMMmNpPOBaHUS.

3anyck pyHKUMA B Npoueccax 3TO eANHCTBEHHbIA BapUaHT U3 NepeynC/ieHHbIX Bbille, KOTOPbIN
MO3BOJINT 3aMyCTUTb KO Ha pa3Hbix sgpax. [pu 3ToM, Korga peyb MAeT 0 KOJIMYeCTBE NPoLLeCCOB
3TO eAvHUUbI-gecaTku. Ecnm 3apaya 3aBsA3aHa Ha CPU 3TO eAVMHCTBEHHLIA CcNocob Kak-To pacna-
pannennTb 3apadvy.

MoTokm B CPython BbINOHAIOTCA HE MapassiesibHO, a NonepemMeHHo n3-3a GIL. MoaTomy npenmylLue-
CTBa MNpu NCNOJIb30BaHUM NOTOKOB ByayT TONbKO A1 3a4a4y, KOTOpble 3aBA3aHbl Ha BBOA-BbIBOA,.
Hanpumep, B KHUre rno ocHosaM Python mMbl paccmaTpmBaam MMEHHO NMOTOKK, MOTOMY Y4TO NOAKJIO-
YyeHune kK obopyLoBaHUIO 3TO 3aja4va 3aBA3aHHasA Ha onepaunn BBoAa-BbiBoga. KoanyecTso napan-
NesnbHbIX MOTOKOB MOXEeT BbITb AeCATKN-COTHW.

ACMHXPOHHOE MPOrpaMMMPOBAHME 3TO ellle OAMNH BAapWaHT BbINOJIHEHUSA 3a4a4 nonepemMeHHo. B
Python ecTb MHOro cnoco6oB peannsaunn aCMHXPOHHOCTU, HO B KHUIFe pacCMaTPMBAETCS TOJIbKO
OAVH - asyncio. Kak noAcka3blBaeT Ha3BaHWeE, asyncio Tak)xe NpefHa3HayvyeH Os 3a4ay 3aBsi3aH-
HbIX Ha onepaunn BBoga-Bbioga (10). B 3ToM nNoaxoae BCe BbINOJHAETCS B 04HOM MOTOKE, HO Npu
3TOM MOXXHO AeflaTb ThiCAYM NapasiiesbHbIX NOAKIOYEHUA,

MpuMmeyaHue: [1na 3HaKoMCTBa C APYrMMU BapuaHTaMn peannsaumm aCUHXPOHHOCTU O4YeHb pe-
KoMeHAylo nocnywaTe Onera MonvaHoBa.

YacTo MOXXHO BCTPETUTb pa3sy, YTO aCUHXPOHHbLIA KO MPOLLE YEM MHOIOMOTOYHbIN. TYT nmeeTcs
B BUAY, YTO B aCMHXPOHHOM KOJZie O4eHb YEeTKO BMAHO Te MecTa, rae byneT nepekstoyeHue, a Becb
oCTaJibHOWM Ko ByneT BbIMOJIHATLCS NocsienoBaTeslbHO 6€3 npepbiBaHWs. B To BpemMsi Kak MHOro-
NMOTOYHbIN KOO MOXET OblTb NMpepBaH B JlobOM MecTe M YacTo 3TO NpMBOAUT K Npobnemam.

Mpwn 3ToM pa3obpaThbCsa C TEM Kak paboTaeT asyncio coBceM He NpocTo. K ToMy Xe, B 6oNbLINHCTBE
c/ly4aeB He MNnoay4mTcsa UCnoJib30BaTb Y>Ke M3BeCTHble MOoAYyJIn, HanpumMmep, netmiko, a BMeCTO HUX
Hano byaeT NCNONb30BaTb aCMHXPOHHLIA aHaNor.

Camble 6o/blUME NpenMyLLLEeCTBa NPU NCMNOJIb30BAaHMN asyncio MOXXHO MoJly4YnTb, Hanpumep, B Beb.
TyT NOAKNIOYEHNA AENCTBUTESNIBHO MOXKET ObITh ThICAYM U C asynio He Haao byaeT co3gaBaTb MOTOK
ONa KaXxgoro noaksatodeHmnsa. OgHako anga paboTbl € ceTeBbiM 060pyAO0BaHNEM asSynCio TOXKE MOXKET
ObITb MONIe3eH U BO MHOMMX ciiyyasix, ocobeHHO Korga noaksyYeHnin MHoro, pabotaTb BbiCTpee
MHOIrONOTOYHOIr0 BapuaHTa.

Mpw 3TOM KOHEYHO HaAo Y4YMTbIBaTb, YTO MOYTU BCE MOAY/IN, KOTOpble paboTasin B MHOFONMOTOYHOM
BapuaHTe, He byayT paboTaTb C asyncio, Tak Kak oHW b6yayT 6s0knpoBaTb paboTy M He byayT
oThaBaTb ynpaBJsieHne unkny cobbiTun.

4 Mnasa 1. 1. OcHOBbI paboTbl C conporpamMmamMmu


https://pyneng.readthedocs.io/ru/latest/book/19_concurrent_connections/index.html
https://youtube.com/playlist?list=PLlWXhlUMyooawilqK4lPXRvxtbYiw34S8
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OTNMYUS asyncio oT MHOFOMOTOYHOM PaboTbl:

* npu paboTe C NOTOKaMM, MNIAHNPOBLLNK MOXXET npepBaTb paboTy NoToKa B 060N MOMEHT,
He BCeraa 3To «yfo6HbIA» MOMEHT, MO3TOMY Haf0 SIBHO YKa3blBaTb, YTO B KaKNE-TO MOMEHThI
npepbiBaTb MOTOK Hesb34

* npu paboTe c asyncio, Mbl IBHO YKa3blBAEM B KaKOM MeCTe Hafllo cAefnaTb NnepekyeHune
(await)

* MpW UCMONb30BaHMM asyncio paboTa naet B 04HOM NOTOKE
* B NoTokax byneT paboTaTb NnoyTu Nt06oON N3 pacnpoCTPaHEHHbLIX MOAYEN

e OnAa pa60TbI C asyncio, KaK npaswuno, Haao 6yu,eT NCKaTb aJibTEPHATMBHbIE MOAYTN

TepMuHoorusi

* umkn cobbiTui (event loop) - MeHeaXep ynpasafoWNn pa3IMyHbIMM 3a4a4aMn U CONMporpam-
Mamu

e conporpamMma (coroutine) B asyncio - cneymanbHbll TUM PYHKUWA, KOTOPble CO34AKTCH CO
CJIOBOM async nepep onpeeneHnem.

» future - 3To 06BbEKT, KOTOpPLIN NPeaCcTaBAsET OTJIOXKEHHOE BblYUC/IEHME.

* 3afada (task) - oTBevaeT 3a yrnpassieHMe paboTon conporpamMmmsl, 3anpawivBaeT CTaTyC CO-
nporpamMmmel. gBnsieTcs nogknaccom Future.

BoKHpyOIIui/HeO/IOKHPYIOIIHHA BHI30B

NMpuMevaHue: TexHuyeckun noboi BbIZOB PYHKLMM BNOKMPYIOLLNIA, HO TYT 06Cy>XOaeTcs TepMu-
HOJIOrMs OTHOCSALLASACS K onepauunsam BBoAa-BbIBoOAA.

Brokumpytlowmin BbI3oB 0OCTaHaBAMBaeT paboTy NporpaMmebl, Noka He ByaeT nofyyeH pesynbTaT Bbl-
30Ba. Hanpumep, subprocess.run 3To 6/10KMpYIOLWMIA BbI3OB U €C/n BbI3BaTb, K NpuMepy, ping
KaKoro-To ajipeca, To CTpoka C subprocess.run 6ynet 6/710KMpoBaTb BbINOJHEHNE CKPUMTa MoKa
He oTpaboTaeT ping.

HeboKupyoLwmii BbI3OB BO3BPALLLAET KaKON-TO 06bEKT Cpa3y U, Kak MpaBuio, NpeanosaraeTcs 4To
no3»xe Hafo 6yaeT elle pa3 Bbi3blBaTb KAKOW-TO METO[, 3TOro 06beKTa, 4T0ObI MOAYUYNTb pe3ysibTaT
Bbl3oBa. Hanpumep, subprocess.Popen:

import subprocess

def ping ip addresses(ip_list):

(continues on next page)

TepMuHONOrus 5




OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

reachable = []
unreachable = []
result = []

for ip in ip list:

p = subprocess.Popen(
["ping", "-c", "3", "-n
stdout=subprocess.PIPE,
stderr=subprocess.PIPE,

, ipl,

)
result.append(p)
for ip, p in zip(ip list, result):
returncode = p.wait()
if returncode == 0:
reachable.append(ip)
else:
unreachable.append(ip)
return reachable, unreachable

TyT BbI30B subprocess.Popen HE6NOKMPYIOLLUA 1N C MOMOLLLbIO 3TOMO BbI30Ba 3aMyLLEeHbl HECKOJIbKO
ping, HO 3aTeM, 4TOoObl NONYYNTbL Pe3ynbTaT, HaAo Bbi3BaTb BNOKMPYOLWMA p.wait.

Awaitables
Awaitables (o>xnpaemble 06beKTbI) - 3TO 06bEKTBI, KOTOPLIE MOXHO MCMOJIb30BaTb B Bblpa>keHUn
BMecTe ¢ await. Tpu 6a30Bbix Tuna awaitables:

e conporpamMmsl (coroutines)

* 3apa4m (tasks)

e future

Coroutine (conmporpamma)

Kak 1 c reHepaTopamu, pasin4yatoT:
* (OYHKLMIO CONPOrpaMMy - hyHKLMS, KOTopas co3naeTcs C nomollbto async def
e 06BbEKT conporpaMMy - 06bEKT, KOTOPbLIV BO3BPALLAETCS MNPY Bbi30BE (PYHKLIUKN CONPOrpaMMbl

DyHKLMN-CONPOrpaMmbl Bo3BpaLLaloT 06bekTbl CONPOrpamMmMbl, KOTOPbIE 3anyCKalTCa MeHeaxe-
poM (umknom cobbiTuin). ConporpaMmMa MOXKET NepuoanYecKn NpepbiBaThb BbIMOJIHEHNE N OTAABaTb
yrnpasieHne MeHea)xepy, HO Npu 3TOM OHa He TepsaeT COCTosAHMe.

6 Mnasa 1. 1. OcHOBbI paboTbl C conporpamMmamMmu
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Task (3agaua)
O6beKkThbl Kiacca Task NCMNOoNb3yOTCA ONA 3anyCkKa cornporpamMmm B LKUKNe cobbITUN 1" ana otcne-

XKUBaAHUA UX COCTOSHUA. Kak TOJIbKO comnporpaMma «obepHyTa» B Task, HanpuMep, C MNOMOLLbIO
yHKUMKM asyncio.create task, conporpamMma aBTOMaTUYECKW 3anyLleHa 415 BbiMOJIHEHUS.

asyncio.Future
Future - 3To cneunanbHbIN HN3KOYPOBHEBLIN 06BHEKT, KOTOPLIN NMPpeacTaBAseT OTJI0OXKEHHOEe BbI4UC-
JNleHne aCMHXPOHHLIX onepaumnin. Yawe Bcero, npm paboTe Cc MogyJsiemM asyncio, HeT HeobxogMMocCTu

co3faBaTb Future HanpsiMyio, HO HEKOTOpble (DYHKLUKM MOryT Bo3BpalwaTh Future. Task aBnseTcs
nogknaccom Future. MeHem)kep MoXeT cneanTb 3a future n oXxnaaTb UX 3aBepLUEHMS.

Multitasking

* Preemptive multitasking - OC pewaeT, Korga Hafgo caenaTtb NepeksiyeHue

» Cooperative multitasking - nepeksno4yeHnNsa yKasaHbl B Koge

ConporpaMMsl M 3aJa4U

Co3pgaHue conporpamMmel (coroutine):

import asyncio

async def main():
print(f'Start {datetime.now()}")
await asyncio.sleep(3)
print(f'End datetime.now()}")

In [6]: coro = main()

In [7]: coro
Out[7]: <coroutine object main at 0xb449fdac>

Kak 1 ¢ reHepaTopamu, pa3inyatoT:
* OYHKLMIO conporpamMmy - pyHKLUS, KOTopas co3faeTcs ¢ noMmoubio async def
* 06beKT conporpaMmmMy - 06bEKT, KOTOPbIN BO3BPaLLAeTCs MPU Bbi30BE (PYHKLMN CONPOrpamMMbl

Co3paTb conporpaMmy HefoCTaTOYHO A1 TOro 4Tobbl OHa 3amnyckajiacb NapassiesibHO C ApYyruMun
conporpamMmMamu - Oss ynpaBJieHUs COMporpaMMaMn Hy>XeH MeHepxep - event loop. Takxe Mo

ConporpaMmbl U 3aga4m 7




OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

YMOJ1HaHUIO B COMnporpamMmme Ko BbINOJIHAETCA nocsieoBaTes/ibHO W Hao ABHO YKa3biBaTb B KaKUX
MecCTaxX MO>XXHO nepekayaTbCca - await.

3anyCcTunTb CONPOrpaMMy MOXXHO HECKOIbKMMUK cnocobamu:
* asyncio.run
* await

* asyncio.create_task

asyncio.run

@YHKLMA asyncio.run 3anyckaeT CONporpamMmmMy 1 BO3BpaLLLaeT pesynbTaT:

asyncio.run(coro, *, debug=False)

dyHKUMSA asyncio.run Bcerga cosgaeT HOBbIN LMK COOLITUIA 1 3aKpbIBAeT €ro B KoHLe. B naeane,
hYHKLMSA asyncio.run gosi>KHa BbI3blBaTbCs B MPOrpamMme TOJIbKO OAMH pa3 U UCNOJIb30BaTbCS Kak
OCHOBHas ToYKa BXxoAa. DTy YHKLUIO HENb3s Bbl3BaTb, KOrAa B TOM »Ke NOTOKe 3anyLleH gpyrom
UMK cobbiTnn.

3anyck ¢ noMoLlbio asyncio.run:

In [8]: asyncio.run(coro)
Start 2019-10-30 06:36:03.396389
End 2019-10-30 06:36:06.399606

In [9]: asyncio.run(main())
Start 2019-10-30 06:46:22.162731
End 2019-10-30 06:46:25.166902

await

BTopoli BapmaHT 3arycka ConporpamMmsbl - OXKMaaHNe ee pesybTaTa B APYyron conporpaMmme ¢ no-
MOLLbIO await.

Conporpamma delay_print BBIBOAUT YKa3zaHHoe coobLueHne C 3a4ep>KKOoN:

from datetime import datetime

async def delay print(delay, task name):
print(f'>>> start {task name}')
await asyncio.sleep(delay)
print(f'<<< end task name} ')

8 Mnasa 1. 1. OcHOBbI paboTbl C conporpamMmamMmu




OCHOBBI asyncio OJisi CeTeéBbIX HH2KEHEepPOoB

Ins 3anycka conporpammbl delay print, ee pesynbTaT 0XKUAaeTcs B CONporpaMMe main:

async def main():
print(f'Start {datetime.now()}")
await delay print(4, 'taskl')
await delay print(2, 'task2')
print(f'End datetime.now()}")

In [5]: asyncio.run(main())
Start 2021-03-16 09:54:42.163949
>>> start taskl

<<< end taskl

>>> start task2

<<< end  task2

End 2021-03-16 09:54:48.172434

O6paTunTe BHUMaHWe Ha BPeMs BbIMOJIHEHWS Main - B JaHHOM CJly4ae COnporpaMmsbl BbIMOHUINCD
nocsenoBaTeslbHO M CyMMapHOe BpeMs 6 CeKYH.

asyncio.create_task

Ewe oanH BapmaHT 3amycka CONporpamMmMmsbl - 3TO co3faHume 3aga4nm (task). ObepHyTb conporpamMmmy
B 3a4a4y M 3amnJlaHMpOBaTb ee BbIMOJIHEHNE MOXXHO C MOMOLLbIO PyHKLMK asyncio.create_task. OHa
BO3BpalLaeT 06bekT Task, KOTOpbIN MOXXHO OXXMAaTb C await, Kak U conporpamMmmei.

asyncio.create task(coro, *, name=None)

DyHKUMA asyncio.create_task no3BosisieT 3anyckaTb CONPOrpaMMbl O4HOBPEMEHHO, TaK KaK co3aa-
HMe 3ala4n O3HaYaeT A4 LUMKa, 4TO Hafo 3anyCTUTb 3TY CONPOrpaMmy Npu NepBoi BO3MOXHO-
CTW.

Mpumep co3paHuns 3apaud:

async def delay print(delay, task name):
print(f'>>> start {task name}')
await asyncio.sleep(delay)
print(f'<<< end task name} ')

async def main():
print(f'Start {datetime.now()}")
taskl = asyncio.create task(delay print(4, 'taskl'))
task2 = asyncio.create_task(delay print(2, 'task2'))

await asyncio.sleep(1l)

(continues on next page)

ConporpaMmbl U 3aga4m 9




OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

print("Bce 3apauu 3anyuweHsl")

await taskl
await task2
print(f'End datetime.now()}")

In [8]: asyncio.run(main())
Start 2021-03-16 09:58:10.817222
>>> start taskl

>>> start task2

Bce 3apaun 3anyueHs

<<< end task2

<<< end taskl

End 2021-03-16 09:58:14.821104

Mpw BbINONHEHNN CTPOK C CO3JaHMEM 3aa4, BbIMOJSIHEHME CONMPOrpamMM y>xe 3arniaHMPOBaHO U LINK
COBBLITUN MX 3aNYCTUT, KaK TOJIbKO MOSIBUTCS BO3MOXHOCTL. Mpu 3ToM 06e conporpammel y>ke 6yoyT
paboTaTb 1 await y>xe TONIbKO XOEeT UX pe3ynbTarT.

IIpumepsl HCIOIL30BaHUAA await u create _task

YT0o MMeHHO ncnonb3oBaTb await unum create_task gnsa sanycka conporpamMmm, 3aBUCUT OT CUTYaLUN.
HekoTopble AeNCTBUS BHYTPU PYHKLNN OOJKHbI BbIMOMHATLCA MOCAefoBaTeIbHO, HEKOTOPLIE MO-
ryT BbIMOJIHATLCA NapasiienbHo.

Hanpumep, ecnn ecTb ABe conporpamMsel get command_output n parse_command_output:

async def get command output(device ip, show command):
print(f">>> Start get command output {device ip}")
await asyncio.sleep(1)
print(f"<<< End get command output {device ip}")

async def parse_command output(output):
print(">>> Start parse command output")
await asyncio.sleep(1)
print("<<< End parse command output")

BHyTpu hyHKLMN, KOTOpas AOJKHA MOJIyYMTb BbIBOL KOMaHAbl M pacnapCuTb ero, 3T yHKUUK
Hago Bbi3blBaTb NOC/I€A0BATENbHO, HE MapansiesibHO, MO3TOMY UCMNOoJb3yeTcs await:

async def get and parse _show command(device, command):
print(f"### Start get and parse show command {device}")
output = await get command output(device, command)

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

parsed data = await parse_command_output(output)
print(f"### End get and parse show command {device}")

Mpw 3TOM camy hyHKLMIO get_and_parse_show command MO>XXHO 3anycKaTb NapainesibHoO 415 pas-
HbIX YCTPOWCTB, MO3TOMY MCMoab3yeM create_task.

async def main():
print(f'Start {datetime.now()}")
tasks = [asyncio.create task(get and parse show command(ip, "sh ip int br"))
for ip in ["10.1.1.1", "10.2.2.2", "10.3.3.3"]]
results = [await t for t in tasks]
print(f'End {datetime.now()}")

In [15]: asyncio.run(main())

Start 2021-03-16 10:29:24.280408

### Start get and parse show command 10.1.1.1
>>> Start get command output 10.1.1.1

### Start get _and parse show command 10.2.2.2
>>> Start get command output 10.2.2.2

### Start get and parse show command 10.3.3.3
>>> Start get command output 10.3.3.3

<<< End get_command_output 10.1.1.1

>>> Start parse_command output

<<< End get_command_output 10.2.2.2

>>> Start parse_command_output

<<< End get_command_output 10.3.3.3

>>> Start parse_command_output

<<< End parse_command output

### End  get and parse show command 10.1.1.1
<<< End parse _command output

### End get and parse show command 10.2.2.2
<<< End parse_command output

### End get and parse show command 10.3.3.3
End 2021-03-16 10:29:26.286659

Ewe oaonH npumep paboThl ¢ await u create_task, HO Tenepb PYHKLNMW BbIMOAHAOT MHOMO AeNCTBUN
1 NOCne KaXXAoro BbINOJIHAETCA asyncio.sleep:

async def print number(task name):
print(f">>> Start {task name}")
for  in range(10):

print(42)
await asyncio.sleep(0.5)
print(f"<<< End task name}")

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

async def print text(task name):
print(f">>> Start {task name}")
for  in range(10):
print("hello")
await asyncio.sleep(0.9)
print(f"<<< End task name}")

async def main():
print(f'Start {datetime.now()}")
taskl = asyncio.create task(print number('taskl'))
task2 = asyncio.create task(print text('task2'))

await taskl
await task2
print(f'End datetime.now()}")

In [11]: asyncio.run(main())
Start 2021-03-16 15:35:31.668084
>>> Start taskl

4?2

>>> Start task2

hello

42

hello

42

42

hello

42

42

hello

4?2

42

hello

42

hello

42

<<< End  taskl

hello

hello

hello

hello

<<< End task2

End 2021-03-16 15:35:40.684632
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Tak>Xe 04eHb Ba)KHO MOHMMaTb, YTO COMPOrpaMMbl He SBASIOTCA aCMHXPOHHbIMK CaMu No cebe u
eCc/in He oThaBaTb B COMporpamMMe yrnpasieHune, To oHa byaeT 6nokumpytowen n H1M4ero He byaetr
BbIMOJIHATBLCA, MOKa OHa He BbIMOJIHUTCA A0 KOHUa. Hanpumep, ecnn B npuMepe Bbille U3MEHUTb
asyncio.sleep Ha time.sleep B pyHKumum print_number, To cHavana BeiBeayTCA print n3 print_number
N TOJIbKO NOTOM print_text:

import time

async def print number(task name):
print(f">>> Start {task name}")
for in range(10):
print(42)
time.sleep(0.2)
print(f"<<< End task_name}")

In [16]: asyncio.run(main())
Start 2021-03-16 15:43:31.593333
>>> Start taskl

4?2

42

4?2

42

42

42

42

42

42

42

<<< End taskl

>>> Start task2

hello

hello

hello

hello

hello

hello

hello

hello

hello

hello

<<< End  task2

End 2021-03-16 15:43:42.614749
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3anycK HeCKO/JIbKux awaitables

TyT paccmaTpumBaloTCa PYHKLNN, KOTOPbIE MO3BOJIAIOT 3anyCKaTb HECKOJIbKO COMNMporpamMm uam 3a-
navd.

e asyncio.gather

* asyncio.as_completed

MpumMmeuaHue: Kpome cyHKUUI gather n as_completed, Heckosbko awaitables MoxXeT 3anyckaTb
n pyHKLMA wait, HO OHa paccMaTpuBaeTCs No3xe, B 18 pasaene.

asyncio.gather

dyHKuMA gather 3anyckaeT Ha BbiNosiHeHWe awaitable o6bekTbl, KOTOpbIE MepeYncsieHbl B nocse-
[0BaTENbHOCTM aws:

asyncio.gather(*aws, return_exceptions=False)

Ecnn Kakme-To n3 ob6bekToOB SBASIOTCA COnMporpamMamu, oHM aBToMaTuyeckn obopaymaloTca B
334241 1 NJaHMPYIOTCA Ha BbIMOJIHEHNE Y)XKe KaK 06bekTbl Task.

B naHHOM npuMepe ¢yHKUMA connect ssh sakobbl AenaeT NOAKJOYEHME K YCTPONCTBY No SSH u
OoTnpaBfsieT KOMaHAy. Bce peanbHble feACTBUA MOKa 3aMeHeHbl Ha asyncio.sleep. B 3aBucnMocTun
OT Yucia, KOTopoe NepenaeTcs Kak apryMeHT, BbIMOJIHEHME COMPOrpaMM, KOTOpble BO3BpalLaeT
dyHKUMA connect_ssh, 3aHnMaeT pasHoe Bpemsa. DyHkumsa send_command_to_devices cosgaeT co-
nporpamMMbl C MOMOLLbIO Map 1 3anyckaeT UX Ha BbIMNOJIHEHME C MOMOLLbIO asyncio.gather:

async def connect ssh(ip, command):
print(f'Mogknwyawcb K {ip}")
await asyncio.sleep(ip)
print(f'OtnpaBnsaw komMaHgy {command} Ha ycTpouWcTBO {ip}')
await asyncio.sleep(1l)

return f"{command ip

async def send command to devices(ip list, command):
coroutines = map(connect ssh, ip list, repeat(command))
result = await asyncio.gather(*coroutines)
return result

Ecnn Bce 06bekTbl oTpaboTannm KOpPpeKTHO, asyncio.gather BepHeT CNMCOK CO 3HAYEHUAMUN, KOTO-
pble BepHY N 06beKTbI. [TOpsAOOoK 3HAa4YEHUN B CMUCKEe COOTBETCTBYET NopsaaKy 06beKToB:
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In [2]: ip_list = [5, 2, 3, 7]

In [3]: result = asyncio.run(send command to devices(ip_list, 'test'))
Mopgknw4yawcb K 5
Mopkniovalcb K 2
Mopknwyalwcb K 3
Mopkniovatocb K 7
Otnpasnsw koMmaHpy test Ha ycTponcTBO
OtnpaBnsw koMaHOoy test Ha ycTpoWcTBO
OtnpaBnsi KoMaHpy test Ha yCcTpoMCTBO
OtnpaBnsiw koMaHOoy test Ha ycTpoWcTBO

N o woN

In [4]: result
Out[4]: ['test 5', 'test 2', 'test 3', 'test 7']

Ecnnm return_exceptions paBHo False (Mo ymon4aHu1io), Npy BO3HNKHOBEHNN UCKJIIOYEHUNS, OHO MOSB-
naeTca B TOM MecTe, rae oxungaeTtca (await) pesynbTaT asyncio.gather:

async def connect ssh(ip, command):
print(f'Mogknwyack K {ip}"')
await asyncio.sleep(ip)
if ip == 3:

raise OSError(f'He Mory nogknwunTbcs K {ip}"')

print(f'OTtnpasnsaw kKomaHgy {command} Ha ycTpouWcTtBOo {ip}')
await asyncio.sleep(1)
return f"{command ip

In [11]: result = asyncio.run(send command to devices(ip list, 'test'))
Mopkniovalcb K 5

Mopknwyalwcb K 2

Mopkniovaocb K 3

Mopgknw4yawcb K 7

OtnpaBnskw KomaHgoy test Ha ycTpoWcTBO 2

OSError Traceback (most recent call last)
<ipython-input-11-4c2a35eaf7cd> in <module>

----> 1 result = asyncio.run(send command to devices(ip list, 'test'))

<ipython-input-1-7f470cb98776> in send command to devices(ip list, command)
13 async def send command to devices(ip list, command):

14 coroutines = map(connect ssh, ip list, repeat(command))
---> 15 result = await asyncio.gather(*coroutines)
16 return result

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

<ipython-input-10-5e26dce87ca7> in connect_ssh(ip, command)

3 await asyncio.sleep(ip)
4 if ip == 3:
---->5 raise OSError(f'He Mory nmogknwuntbca K {ip}"')
6 print(f'OtnpaBnsaw koMaHgy {command} Ha ycTpoWcTBo {ip}')
7 await asyncio.sleep(1l)

OSError: He Mory nogknwyumTbCcd K 3

Ecnn return_exceptions paBHo True, NCKOYeHMe nonagaeT B CMNUCOK Kak pe3ysibTaT:

async def connect ssh(ip, command):
print(f'Mopknwyawcsk K {ip}")
await asyncio.sleep(ip)
if ip == 3:
raise OSError(f'He Mory nogknwunTbcs K {ip}')
print(f'OTtnpasndaw kKomaHgy {command} Ha ycTpoucTtBOo {ip}')
await asyncio.sleep(1)
return f"{command ipt"

async def send command to devices(ip list, command):
coroutines = map(connect ssh, ip list, repeat(command))
result = await asyncio.gather(*coroutines, return_exceptions=True)
return result

In [14]: result = asyncio.run(send command to devices(ip list, 'test'))
Mooknwyacb K 5

Mooknwyawcb K 2

Mopknwyalwcb K 3

Mooknwyawcb K 7

OTnpasnsi KoMaHpy test Ha ycTpoicTBo 2

OTnpaBnsw kKoMaHOoy test Ha ycTpoucTBo 5

OTnpaBnaw KoMaHpy test Ha ycTponctBo 7

In [15]: result
OQut[15]: ['test 5', 'test 2', OSError('He mory nogknwuntbcs K 3'), 'test 7']

In [16]: result[2]
Out[16]: OSError('He Mory nopknwuntbca K 3')

In [17]: isinstance(result[2], Exception)
Out[17]: True

16 Mnasa 1. 1. OcHOBbI paboTbl C conporpamMmamMmu




OCHOBBI asyncio OJisi CeTeéBbIX HH2KEHEepPOoB

asyncio.as_completed

®dyHKUMA as_completed 3anyckaeT Ha BbiNoJIHEHME awaitable 06beKTbI, KOTOpPbIE MEpPEeYNCIeHbl B
nocsenoBaTelbHOCTU aws:

asyncio.as completed(aws, *, timeout=None)

Bo3BpallaeT nTepaTop C ConporpamMmamu, B nopsiike nojyyeHus pesynabTaTa OT CONporpaMmm. OyHK-
LMA reHepupyeT UckoveHne asyncio.TimeoutError, ecnu 3a timeout oTpaboTann He Bce conporpa-
Mbl.

Mpumep ncnonb3oBaHusa as_completed:

async def delay print(task name):
delay = round(random.random() * 10, 2)
print(f'>>> start {task name} sleep {delay}')
await asyncio.sleep(delay)
print(f'<<< end task name} ')
return task name

async def main():
coroutines = [delay print(f"task {i}") for i in range(1l, 6)]
for cor in asyncio.as_completed(coroutines):
cor_result = await cor
print(f"DONE {cor_result}")

Pe3ynbTaTbl BO3BPaLLAOTCS B Mopsiike oTpabaTbiBaHMs CONMporpam, a He B NopsiAke Ux 3anycka:

In [27]: asyncio.run(main())
>>> start task 2 sleep 8.93
>>> start task 1 sleep 0.03
>>> start task 4 sleep 8.33
>>> start task 5 sleep 3.43
>>> start task 3 sleep 5.09
<<< end task 1

DONE task 1

<<< end task 5

DONE task 5

<<< end task 3

DONE task 3

<<< end task 4

DONE task 4

<<< end task 2

DONE task 2

3T0 MOXeT ObITb NOME3HO Korga cpasy nocse noJiydeHus pesysibTaTa, Haflo 3anyckaTb Cineayto-
LLYIO orepauunto. Hanpumep, B npuMepe HuXKe cpasy rnocse rnoJjiydyeHuns pesysbTaTta Conporpamsl,
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MAeT 3anucb pesynbTaTa B aii:

import asyncio

import time

from datetime import datetime
import random

async def connect ssh(ip, command):
print(f"Mopgknwyawcb, K {ip}")
await asyncio.sleep(1)
print(f"Ortnpasnsaw komaHgy {command}")
await asyncio.sleep(random.random() * 10)
print(f"MonyyeH pe3ynbTat oT {ip}")
return ip, command

async def write to file(filename, data):
print(f">>> 3anuceiBaw pesynbTtaTt B daun {filename}")
await asyncio.sleep(1)
print(f'"<<< Pe3ynbTat 3anucad B ¢aun {filename}")

async def main():

ip list = ["10.1.1.1", "1@.1.1.2", "10.1.1.3", "10.1.1.4"]

coroutines = [connect ssh(ip, "sh clock") for ip in ip list]

tasks = []

for coro in asyncio.as completed(coroutines):
result = await coro
tasks.append(asyncio.create task(write to file(f"{result[0]}.txt", result)))

await asyncio.gather(*tasks)

if name ==" main ":
asyncio.run(main())

HOHOHHHTGHBHBK3MﬂTepHaHLI

JoKyMeHTaumsa:
* Moaysnb asyncio
CtaTbu:

* Overview of Async 10 in Python 3.7. lNepeBopg cTaTbu
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https://docs.python.org/3/library/asyncio.html
https://stackabuse.com/overview-of-async-io-in-python-3-7/
https://webdevblog.ru/obzor-async-io-v-python-3-7/
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Asynchronous Python, BTopas 4acTb - CTaTbsl O TOM 3a4€M asyncio Hy>KeH, YeM oT/iMyaeTcs
OT MNOTOKOB N HEMHOIO UCTOPUK

¢ OTHOCUTENLHO NPOCTOE 06bACHEHME 3a4eM HY)KEH asyncio

Multiprocessing VS Threading VS AsynclO in Python

What are the advantages of asyncio over threads?
MopBoOKa K asyncio n apyrme BapuaHTbl aCMHXPOHHOIO NporpamMmMupoBaHuns B Python:

* ACUHXPOHHOCTbL B Python (Oner MonyaHoB) - OCHOBbI aCMHXPOHHOCTU B Python. O cobbITUMHbBIX
LUWKax, reHepaTopax, asyncio, async/await

* A Hitchhikers Guide to Asynchronous Programming

e Python Concurrency with asyncio. Chapter 3: A first asyncio application (publication in January
2022)
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https://medium.com/@nhumrich/asynchronous-python-45df84b82434
https://medium.com/@nhumrich/async-through-the-looking-glass-d69a0a88b661
https://www.reddit.com/r/learnpython/comments/5qwm5h/asyncio_for_dummies/dd432ke/
https://leimao.github.io/blog/Python-Concurrency-High-Level/
https://discuss.python.org/t/what-are-the-advantages-of-asyncio-over-threads/2112
https://youtube.com/playlist?list=PLlWXhlUMyooawilqK4lPXRvxtbYiw34S8
https://github.com/crazyguitar/pysheeet/blob/master/docs/appendix/python-concurrent.rst
https://www.manning.com/books/python-concurrency-with-asyncio

OCHOBBI aSyncio aJ1s1 CeTeBbIX HHXKEHEPOB
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2. ACHHXpOHHbIE MOIY/IN

MoyTn BCe MOAYIN, KOTOpPLIE paboTany B MHOFrONOTOYHOM BapuaHTe, He ByayT paboTaTk € asyncio,
Tak Kak oHu 6yayT 6nokmposaTh paboTy n He ByayT oTAaBaTb ynpaBaeHue LKy cobbiTun.

B 3ToM pa3spene paccMmaTpuBalOTCA MOLOYNN:
* asyncssh

e scrapli
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asyncssh

Mopnynb asynssh 3To peanusaumns SSHv2 knmeHTa n cepsepa. Moayib HanmcaH C UCMOJIb30BaHNEM
asyncio n Tpebyet Python 3.6+.

OcHoBbI asynssh

Moaynb asynssh aTo peanmnsaunsa SSHv2 knneHTa n cepsepa. Moayab HanmcaH C NCNOJIb30BaHNEM
asyncio n Tpebyet Python 3.6+.

YcTaHoBKa asyncssh (B KHMIe noka3saHbl npuMepsbl Ha asyncssh 2.5.0):

pip install asyncssh

MogknyYeHne BbIMOJIHAETCA TaKUM o6pa30M:

In [1]: import asyncssh

In [2]: ssh = await asyncssh.connect(
"192.168.100.1",
username="cisco",
password="cisco",
encryption algs="+aesl28-chc,aes256-cbhc",

Mo>xHo nonpoboBaTb CHavaNa noakI4YUTbLCA 6e3 ykasaHua anroputmoB (6e3 napameTpa
encryption_algs), a ecnm Bo3HUKHeT owmnbka, nobaBuTb HepoCTaoLWMe anropnuTMbl.

Mocne nopgkayYeHus, ans paboTbl C MHTEPAKTUBHOW CeCccMen Npu NoaK/YeHnn K ceTeBomy obo-
pynoBaHuu, yoobHee BCero ncnosb3oBaTb MeTO[ OpPen_session, Tak Kak OH BO3BpallaeT Tpu OT-
nenbHbix 06bekTa stdin, stdout n stderr. B npumMepe HuMxe stdin Ha3biBaeTcs writer, a stdout reader.
Tak kak obopypnosaHue ¢ Cisco IOS He BbIBOAMT MHGOpMaLmio Ha stderr, fanee 3T0T 06bEKT He uc-
nonb3yetca. TyT term_type paBeH Dumb, HO npu nogknaw4yeHun K Linux, Hanpumep, TyT MoXeT
yKa3blBaTbCs, Hanpumep, xterm-color.

In [3]: writer, reader, stderr = await ssh.open_ session(
term_type="Dumb", term size=(200, 24)
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reader.readuntil, writer.write

Hanblwe Bca paboTa 6yneT yepes o6bekThl reader (knacc SSHReader) n writer (knacc SSHWriter) n
MeToAbl readuntil n write cooTBeTcTBEHHO. MpKn 3TOM reader.readuntil 3To conporpamma, No3ToMy
HaZo nucaTb await, a writer.write He conporpamma, No3ToMy await UICNoSIb30BaTb HE HY>KHO:

In [4]: await reader.readuntil(">")
Out[4]: '\r\nR1>'

In [5]: writer.write("enable\n")

In [6]: await reader.readuntil("Password")
Out[6]: 'enable\r\nPassword'

In [7]: writer.write("cisco\n")

In [8]: await reader.readuntil("#")
Out[8]: ': \r\nR1l#'

AHaNIorM4yHo OTNpaBKa KOMaHA 1 Nojsly4eHue BbiBO4A:

In [9]: writer.write("terminal length 0\n")

In [10]: await reader.readuntil("#")
Out[10]: 'terminal length O\r\nR1#'

In [11]: writer.write("sh ip int br\n")

In [12]: output = await reader.readuntil("#")

In [13]: output

Out[13]: 'sh ip int br\r\nInterface IP-Address 0K? Method Status U
o Protocol\r\nEthernet0/0 192.168.100.1  YES NVRAM up U
< up \r\nEthernet0/1 192.168.200.1 YES NVRAM up U
- up \r\nEthernet0/2 unassigned YES NVRAM up U
< up \r\nEthernet0/3 192.168.130.1 YES NVRAM up U
- up \r\nLoopback8 10.8.8.8 YES manual up U
. up \r\nLoopback9 10.90.90.1 YES manual up o
— up \r\nLoopback22 10.2.2.2 YES NVRAM up U
. up \r\nLoopback33 unassigned YES unset up o
. up \r\nLoopback55 5.5.5.5 YES NVRAM up U
. up \r\nLoopback100 10.1.1.100 YES manual up o
o up \r\nLoopbackl123 123.1.2.3 YES NVRAM up U
N up \r\nLoopback300 10.30.3.3 YES manual up U
. up \r\nR1#'

In [14]: ssh.close()
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ToT e Ko B Bnae pyHKLNN:

from pprint import pprint
import asyncio
import asyncssh

async def send show(host, username, password, enable password, command):
ssh = await asyncssh.connect(
host=host,
username=username,
password=password,
encryption algs="+aesl28-chc,aes256-chc",

writer, reader, stderr = await ssh.open session(
term_type="Dumb", term size=(200, 24)

)

await reader.readuntil(">"

writer.write("enable\n")

await reader.readuntil("Password")

writer.write(f"{enable password/\n")

await reader.readuntil([">", "#"1)

writer.write("terminal length 0\n")

await reader.readuntil("#")

writer.write(f"{command}/\n")

output = await reader.readuntil("#")
ssh.close()

return output

if name == " main_":
ri = {
"host': '192.168.100.1",
'username': 'cisco',
'password': 'cisco',
'enable password': 'cisco',
}

result = asyncio.run(send show(**rl, command="sh ip int br"))
print(result)

MNMoka 4TO 3TO ofAHa YHKLUMSA, KOTOpas MociaefoBaTeslbHO BbIMNOJHAET psAn AeNCTBMA Ha OOHOM
YCTPOWCTBE, HO KaXKabln await B pyHKUMK, 3TO TOYKa rae naeT oXXujaHne BBo4a-BbiBOAA U B 3TUX
TOYKaX MOXXHO MepekJioYaTbCA Ha gpyrne pyHkuMn. Hanpumep, ecam 3anyCcTuTb MNOOK/OYEHNE C
MOMOLLbIO 3TOMN (PYHKLMN Ha HECKOJIbKO YCTPOWNCTB.
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async def send command to devices(devices, command):
coroutines = [send show(**device, command=command) for device in devices]
result = await asyncio.gather(*coroutines)
return result

if name == " main
devices = [
{'host': '192.168.100.1",

'username': 'cisco',

'password': 'cisco',

'enable password': 'cisco'},
{'host': '192.168.100.2"',

'username': 'cisco',

'password': 'cisco',

'enable password': 'cisco'},
{'host': '192.168.100.3',

‘username': 'cisco',

'password': 'cisco',

'enable password': 'cisco'},

]
result = asyncio.run(send command to devices(devices, "sh ip int br"))
pprint(result, width=120)

Tenepb NogkJt0o4eHWE BbIMOJIHAETCH Ha Tpu yCTpOI7ICTBa nMapannenbHoO, C NOMOLWbIO gather.

asyncio.wait_for

Y meTona readuntil ectb ogHa npobnema - y Hero HeT napameTpa timeout, B uTore, ecnun ykasaHHas
CTPOKa He HanAeHa, MeTo 3aBUCAET, MOKa CoefnHeHne He npepBeTcAa. icnpaBuTb 3TO MOXXHO C
rmoMoLbio pyHKuMKM asyncio.wait for

asyncio.wait for(aw, timeout)

dyHKUMA wait_for 3anyckaeT awaitable n xxaeT ero BeinonHeHue ykasaHHbI timeout. Ecnn conpo-
rpamMmMa He BbIMOJHWAACL 3a timeout, reHepupyeTcs NCkYeHme asyncio. TimeoutError.

C ncnonb3oBaHueM asyncio.wait for gpyHkuUma send_show bygeT BbirnsgeTb Tak:

async def send show(host, username, password, enable password, command):
print(f"MopgknwyeHne K {host}")
ssh = await asyncssh.connect(
host=host,
username=username,
password=password,

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

encryption algs="+aesl28-chc,aes256-chc",

)

writer, reader, stderr = await ssh.open_session(
term_type="Dumb", term size=(200, 24)

)

try:
await asyncio.wait for(reader.readuntil(">"), timeout=3)
writer.write("enable\n")
await asyncio.wait for(reader.readuntil("Password"), timeout=3)
writer.write(f"{enable password}\n")
await asyncio.wait for(reader.readuntil([">", "#"]), timeout=3)
writer.write("terminal length 0\n")
await asyncio.wait for(reader.readuntil("#"), timeout=3)

print(f"OTtnpaBka kKomaHpgbl {command} Ha {host}")
writer.write(f"{command}\n")
output = await asyncio.wait for(reader.readuntil("#"), timeout=3)
ssh.close()
return output

except asyncio.TimeoutError as error:
print("TimeoutError npu BbinosHeHun reader.readuntil")

Tak Kak nNucaTb asyncio.wait for gns kaxporo Bbi3oBa reader.readuntil He o4veHb yao6HO,
MOXXHO cenaTb OTAENbHYI0 CONPOrpamMMy, KOTopas BbINMOJIHAET 3TU onepauumn, a Takxxe BbIBOAUT
rnocnefHWn BbIBOA, KOTOPLIA Bbl NoNyYeH C yCTponcTBa, ecnun readuntil He [OXXAANnCAa HY>XKHOro
CUMBONa:

async def read until(reader, line, timeout=3):
try:
return await asyncio.wait for(reader.readuntil(line), timeout)
except asyncio.TimeoutError as error:
output = ""
while True:
try:
output += await asyncio.wait for(reader.read(1000), 0.1)
except asyncio.TimeoutError as error:
break
print(
f"TimeoutError npu BbinonHeHuu reader.readuntil('{line}')\n"
f"NocnegHuin BuiBOA: "
)
print(output)

OyHKumsa read_until cHavana nbiTaeTcsa BbINOAHUTL reader.readuntil ¢ yka3saHHbIM pasgenu-
Tenem, npm 3ToM asyncio.wait for »xpgeT BbinonHeHWA reader.readuntil TONbKO yKasaHHbIN
timeout. Ecnn pasgenntens line He HangeH, dyHkuMa read until nbiTaeTca cy4MTaTh AOCTYMHbIN
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BbIBOJ, C MOMOLLbIO MeToda reader. read.

Tenepb hyHKUMA send _show BbIrNSaNT Tak:

async def send show(host, username, password, enable password, command):
print(f"Mogknwyenne Kk {host}")
ssh = await asyncssh.connect(
host=host,
username=username,
password=password,
encryption algs="+aesl28-chc,aes256-cbhc",
)
writer, reader, stderr = await ssh.open session(
term_type="Dumb", term size=(200, 24)
)
await read _until(reader, ">")
writer.write("enable\n")
await read until(reader, "Password")
writer.write(f"{enable password/\n")
await read until(reader, [">", "#"1])
writer.write("terminal length 0\n")
await read until(reader, "#")

print(f"OTtnpaska komaHpgbl {command} Ha {host}")
writer.write(f"{command/\n")

output = await read until(reader, "#")
ssh.close()

return output

N ecnn ykasaHHas cTpoka He Obisia HangeHa B BbiBoAe, PyHKUMA read_until BbiBeoeT Takyto UH-
GopmMauumto Ha stdout:

TimeoutError npu BbinonHeHun reader.readuntil('>")
MocnepHuin BbIBOM:
sh ip int br

Interface IP-Address 0K? Method Status Protocol
Ethernet0/0 192.168.100.3  YES NVRAM up up
Ethernet0/1 10.100.23.3 YES NVRAM up up
Ethernet0/2 unassigned YES NVRAM administratively down down
Ethernet0/3 unassigned YES NVRAM administratively down down
Loopback9 unassigned YES unset wup up

R3#

CoOTBETCTBEHHO 6y,u,eT BWAOHO NpW BbIMOJIHEHNN KaKon KOMaHObl BO3HUKJ10 UCKNIOYEeHWe asyncio .
TimeoutError n kako BbiBOA Obis1 NOJly4YeEH C YCTPONCTBA.
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async with

[o cux nop noakJioyYeHne BbIMOJIHANOChE HE B MEHed)Kepe KOHTekcTa. Moaynb asynssh moxeT
BbIMNOJSIHATL MOOKJIIOYEHNE B MeHe[)kKepe KOHTEeKCTa, HO He B obbl4HOM 6sioke with, a B async
with. Ona acMHXpPOHHOro MeHeg)xepa KOHTEKCTa Cco3faHbl OTAEJIbHble CreuunalibHble MeToAbl
__aenter , aexit , KoTopble paBHO3Ha4YHbl CUHXPOHHbLIM BapMaHTaM Mo CMbICJly, HO MPX 3TOM
ABNSIOTCA CONpPOrpamMmMamu.

MpnmMmep NOAKOYEHNSA C MOMOLLLI0 aCUHXPOHHOIO MeHe)Kepa KOHTeKCTa:

async def send show(host, username, password, enable password, command):
print(f"MopgknwyeHne kK {host}")
async with asyncssh.connect(
host=host,
username=username,
password=password,
encryption algs="+aesl28-chc,aes256-cbhc",
) as ssh:
writer, reader, stderr = await ssh.open session(
term_type="Dumb", term _size=(200, 24)
)
await read until(reader, ">")
writer.write("enable\n")
await read until(reader, "Password")
writer.write(f"{enable password}\n")
await read until(reader, [">", "#"1])
writer.write("terminal length 0\n")
await read until(reader, "#")

print(f"OTnpaska komaHgel {command} Ha {host}")
writer.write(f"{command}\n")

output = await read until(reader, "#")

return output

IToaknroyeHHUEe K HECKOJIBKHM YCTpOfICTBaM

from pprint import pprint
import asyncio

import yaml

import asyncssh

async def read until(reader, prompt="#", timeout=3, strict=True):
try:

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

return await asyncio.wait for(reader.readuntil(prompt), timeout)
except asyncio.TimeoutError as error:
output = ""
while True:
try:
output += await asyncio.wait for(reader.read(1000), 0.1)
except asyncio.TimeoutError as error:
break
message = (
f"TimeoutError while executing reader.readuntil('{prompt}')\n"
f"Last output from device:\n{output}"
)
if strict:
raise asyncio.TimeoutError(message)
else:
print(message)
return output

async def send show(
host, username, password, enable password, command, connection timeout=5

try:
ssh = await asyncio.wait for(
asyncssh.connect(
host=host,
username=username,
password=password,
encryption algs="+aesl28-chc,aes256-chc",
),
timeout=connection timeout,
)
except asyncio.TimeoutError:
print(f"Connection Timeout on {host}")
except asyncssh.PermissionDenied:
print(f"Authentication Error on {host}")
except asyncssh.Error as error:
print(f"{error} on {host}")
else:
writer, reader, = await ssh.open session(
term_type="Dumb", term size=(200, 24)
)
await read until(reader, ">")
writer.write("enable\n")
await read until(reader, "Password")

(continues on next page)

asyncssh 29



OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

writer.write(f"{enable password}\n")
await read until(reader, [">", "#"])
writer.write("terminal length 0\n")
await read until(reader)

writer.write(f"{command}\n")

output = await read until(reader, "#")
return output

async def send command to devices(devices, command):

coroutines = [send show(**device, command=command) for device in devices]

result = await asyncio.gather(*coroutines)
return result

if name == " main_ ":
with open("devices.yaml") as f:
devices = yaml.safe load(f)

result = asyncio.run(send command to devices(devices,

pprint(result, width=120)

"sh ip int br"))
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scrapli

NMpuMevaHue: OcHOBbLI scrapli C NCMONb30BaHNEM CUHXPOHHbLIX BapMaHTOB TpaHCNopTa paccMmaT-
puBatoTCs B KHUre Python Os ceTeBbIX MHXXEHEepPOoB.

scrapli - 3To MoOAyNb, KOTOPbLIA MO3BOJISET NOAKIOYATLCSA K CeTeBOMY 060pyA0BaHMIO UCMOb3yS
Telnet, SSH nnn NETCONF.

scrapli nogoep>uBaeT pa3Hble BapnaHTbl NOAKOYEHUSA: system, paramiko, ssh2, telnet, asyncssh,
asynctelnet. TyT paccmaTpuBaeTcs TosbKo asyncssh n asynctelnet.

OcHoOBBI scrapli
scrapli nogoep)xmBaeT pa3Hble BapnaHTbl MOAK0YEeHUA: system, paramiko, ssh2, telnet, asyncssh,
asynctelnet. TyT paccmaTpuBaeTcs TosbKo asyncssh n asynctelnet.
[JocCTynHble BapMaHTbl aCUHXPOHHOIO TPaHCMopTa:
e asyncssh

* asynctelnet (peannsauuns telnet Ha ocHoBe asyncio)

MpuMmeuyanue: PaccmaTpuBaeTcs scrapli Bepcunm 2021.1.30.

[Ns aCMHXPOHHOIr0 TPaHCMOPTa, Kak U ANA CMHXPOHHOrO, B scrapli ecTb ABa BapuaHTa MNOAKIIO-
yeHUs: ncnosb3ysa obwmin knacc AsyncScrapli, KOTopbin BbibpaeT Hy>XHbIA driver No napameTpy
platform nnu KkoHKpeTHbIN driver, Hanpumep, AsynclOSXEDriver. MNpn 3ToM NnapaMeTpbl NepeaatoTcs
Te )Xe caMble 1 KOHKpeTHOMY Apansepy u Scrapli.

B Lenom MeToAbl M NapaMeTpbl METOLOB TaKMe XKE KaK U B CUHXPOHHOM BapuaHTe scrapli, oTnnya-
€eTCsl TPaHCMOopT, ApaliBepbl U TO, YTO MeToAbl ABAAIOTCS CONporpaMmMamu.

ITapaMeTpsl NOOKIIOYEHUST

OCHOBHble MapaMeTpbl MOAKJIYEHUS:
* host - IP-agpec nnm nmsa xocta
* auth_username - nma nonb3oBaTens
* auth_password - naposb

* auth_secondary - naponb Ha enable
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¢ auth_strict_key - KOHTpo/MpyeT NpoBepKy SSH kJtoyel cepBepa, a UMEHHO pa3pellaTb an
NoAKNO4aThCS K CEpBEPaM K04 KOTOPLIX He coxpaHeH B ssh/known_hosts. False - paspewnTb
noaknoyeHne (Mo ymondaHuio 3HavyeHne True)

* platform - Hy)>KHO yKa3blBaTb NPWY NCMOMb30BaHMK AsyncScrapli
* transport - ona async BapmaHTa transport yka3sbiBaTb 0653aTenbHO: asyncssh nnum asynctelnet
» transport_options - onuun oNs KOHKPETHOro TpaHCnopTa

Mpouecc NoAKOYEHNS HEMHOIO OT/INYAETCS B 3aBUCUMOCTU OT TOMO MCMOJIb3YEeTCH aCUHXPOHHbIN
MeHeO)Kep KOHTeKCTa 1uaun HeT. Mpu nogkioveHnn 6e3 MeHea)Kepa KOHTEKCTa, CHavyasla Hafo ne-
penaTb NapaMeTpbl ApanBepy nnm AsyncScrapli, a 3aTem Bbi3BaTb METO[ open:

In [1]: from scrapli import AsyncScrapli

In [2]: r1 = {
"host": "192.168.100.1",

"auth username": "cisco",
"auth _password": "cisco",
"auth secondary": "cisco",
"auth strict key": False,
"platform": "cisco iosxe",
"transport": "asyncssh",

In [3]: ssh = AsyncScrapli(**rl)

In [5]: await ssh.open()

lMocse 3Toro MOXXHO OTNPaBAATbL KOMaHAbI:

In [6]: await ssh.get prompt()
Out[6]: 'R1#'

In [7]: await ssh.close()

Mpn ncnosnb3oBaHNN aCUMHXPOHHOIMO MeHe)Xepa KOHTeKCTa, open Bbi3blBaTb He HaAo:

In [8]: async with AsyncScrapli(**rl) as ssh:
print(await ssh.get prompt())
R1#

NMpuMeuyaHue: OTAnYMAa B NOOKAKOYEHUN C MeHeO)XEePOM KOHTEKCTa 6e3 370 0Cc0bEHHOCTb Knac-
coB OnA pa60Tb| C aCMHXPOHHbLIM NoAKJIKOYHEHNEM.
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HWcnonb30BaHHE IpauBepa

[ocTynHble async gpaieepsi:

O6opynoBanue | [IpaiiBep ITapameTp platform
Cisco 10S-XE AsynclOSXEDriver | cisco_iosxe

Cisco NX-OS AsyncNXOSDriver | cisco_nxos

Cisco 10S-XR AsynclOSXRDriver | cisco_iosxr

Arista EOS AsyncEOSDriver arista_eos

Juniper JunOS AsyncjunosDriver | juniper_junos

MpuMep NOAKAOYEHUS C ncnosb3oBaHneM apanmsepa IOSXEDriver (TeEXHUYECKM MOAKIIOYEHME Bbl-

nonHsaeTcs K Cisco 10S):

In [10]: from scrapli.driver.core import AsyncIOSXEDriver

In [11]: rl driver = {

"host": "192.168.100.1",

"auth_username": "cisco",
"auth password": "cisco",
"auth secondary": "cisco",
"auth strict key": False,
"transport": "asyncssh",

In [12]: async with AsyncIOSXEDriver(**rl driver) as ssh:
print(await ssh.get prompt())

R1#

IIpumep 0a30BOro UCmoab30BaHusa scrapli

B ocTasibHOM, NMPUHUWUMbI pa60TbI TE XKe, 4HTO N C CMHXPOHHbBIM BapMaHTOM.

Mpumep NoaKAOYEHNS K 0QHOMY YCTPONCTBY C NoMmoLlbio asyncssh n AsyncScrapli:

import asyncio
from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException

rl = {
"host": "192.168.100.1",
"auth _username": "cisco",
"auth password": "cisco",
"auth_secondary": "cisco",

"auth strict key": False,

(continues on next page)
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"timeout socket": 5, # timeout for establishing socket/initial connection in seconds
"timeout transport": 10, # timeout for ssh|telnet transport in seconds

"platform": "cisco iosxe",

"transport": "asyncssh",

async def send show(device, command):
try:
async with AsyncScrapli(**device) as conn:
result = await conn.send command(command)
return result.result
except ScrapliException as error:
print(error, device["host"])

if name == " main_":
output = asyncio.run(send show(rl, "show ip int br"))
print(output)

IlonyuyeHnune CTPYKTYPHMPOBAHHOI'O BHIBOJa C NoMOIIb0 TextFSM

MpuMep nosiy4eHus CTPYKTYPUPOBaHHOIo BbiBOAa C Momouibio TextFSM. ®yHkuma so3BpallaeT
CTPYKTYPMPOBAHHbIN BbIBOA, €C/N YAaN0Ch ero noay4nTb (ecTb WwabnoH u BepHyoCb He nycToe
3Ha4yeHne) 1 0bblYHbIN BbIBOA KOMaHAbI, €C/IN HeT:

from pprint import pprint

import asyncio

from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException

rl = {
"host": "192.168.1600.1",
"auth username": "cisco",
"auth password": "cisco",
"auth secondary": "cisco",

"auth strict key": False,

"timeout socket": 5, # timeout for establishing socket/initial connection in seconds
"timeout transport": 10, # timeout for ssh|telnet transport in seconds

"platform": "cisco iosxe",

"transport": "asyncssh",

async def send _show(device, show_commands):

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

cmd_dict = {}
if type(show commands) == str:
show_commands = [show_commands]
try:
async with AsyncScrapli(**device) as ssh:
for cmd in show_commands:
reply = await ssh.send command(cmd)
parsed data = reply.textfsm parse output()
if parsed data:
cmd_dict[cmd]
else:
cmd_dict[cmd]
return cmd dict
except ScrapliException as error:
print(error, device["host"])

parsed data

reply.result

if name == " main_ ":
output = asyncio.run(send show(rl, ["sh run i ~interface",
pprint(output)

"show ip int br"]))

ITogK/1r04eHHEe K HECKOJIBKHM YCTpOfICTBaM

MprMep NOAKIIOYEHNSA K HECKOJIbKUM YCTPONCTBaM:

from pprint import pprint
import asyncio

import yaml
from scrapli import AsyncScrapli
from scrapli.exceptions import ScrapliException

async def send_show(device, show_commands):
cmd dict = {}
if type(show commands) == str:
show_commands = [show _commands]
try:
async with AsyncScrapli(**device) as ssh:
for cmd in show commands:
reply = await ssh.send command(cmd)
cmd dict[cmd] = reply.result
return cmd_dict
except ScrapliException as error:

(continues on next page)
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print(error, device["host"])

async def send command to devices(devices, commands):
coroutines = [send show(device, commands) for device in devices]
result = await asyncio.gather(*coroutines)
return result

if name == " main_":
with open("devices async.yaml") as f:
devices = yaml.safe load(f)
result = asyncio.run(send command to devices(devices, "sh ip int br"))
pprint(result, width=120)

®ann devices_async.yaml:

- host: 192.168.100.1
auth_username: cisco
auth_password: cisco
auth_secondary: cisco
auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh

- host: 192.168.100.2
auth_username: cisco
auth_password: cisco
auth_secondary: cisco
auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh

- host: 192.168.100.3
auth_username: cisco
auth_password: cisco
auth_secondary: cisco
auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh
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IToogkarouyeHnue ¢ TpancmoproM asynctelnet

Mpwn nogknoyeHun asynctelnet Hapo ykasaTtb TpaHcnopT asynctelnet n nopT 23. KpoMe Toro, Ha-
00 OaHHbIN MOMeHT (scrapli 2021.1.30) npu nogknw4YeHun asynctelnet K HegocTynHoMy agpecy
TanMayT byneT yepes 2 MUHYTbI, 4TOObI YMEHbLLUNTbL €ro, MOXHO UCMNOJIb30BaTb async_timeout:

import asyncio

from scrapli.driver.core import AsyncIOSXEDriver
from scrapli.exceptions import ScrapliException
from async_timeout import timeout

rl = {

"host": "192.168.100.11",
"auth username": "cisco",
"auth password": "cisco",
"auth _secondary": "cisco",
"auth strict key": False,
"transport": "asynctelnet",
"port": 23,

async def send show(device, command):
# Ha paHHbIi MOMeHT (scrapli 2021.1.30) rtaumayT npu nogK/IWYEHUU K HEOOCTYyrNnHOMY
# xocTy bOypnet 2 MuHYThl, MO3TOMy foka 4YTo ny4we pobaenatb wait for wam
# async timeout BOKpyr nogka4yeHus
try:
async with timeout(10):
async with AsyncIOSXEDriver(**device) as ssh:
result = await ssh.send command(command)
return result.result
except ScrapliException as error:
print(error, device["host"])
except asyncio.exceptions.TimeoutError:
print("asyncio.exceptions.TimeoutError", device["host"])

if name == " main_ ":
output = asyncio.run(send show(rl, "show ip int br"))
print(output)
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HOHOJIHI/ITGJILHLIB MaTepHaIbl

JoKkymeHTaumna:

* Moaysnb asyncio

* aiofiles

* aiohttp

* async-timeout
asyncssh:

e asyncssh

* MMpumepsbl asyncssh
scrapli:

e scrapli

* OCHOBbI N NoaKJito4eHne K HECKOJIbKUM YCTpOVICTBaM

* OCHOBbI, scrapli-cfg, NETCONF
MonesHble cCblIKN:

* The current state and future of Asyncio

* [pyrve Moaynu async

* aiojobs

e Structured concurrency in Python with AnylO

* Designing Libraries for Async and Sync I/O
Mpumepsbl Kopa:

e asyncssh

e scrapli
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https://sethmlarson.dev/blog/2020-06-27/designing-libraries-for-async-and-sync-io
https://github.com/natenka/pyneng-examples/tree/main/asyncio/asyncio02_libs/asynssh
https://github.com/natenka/pyneng-examples/tree/main/asyncio/asyncio02_libs/scrapli

3. Co3maHHe KJIaCCOB C asyncio

B uenom ACUHXPOHHbIE KJTaCCbl MULWIYTCA TaK Xe, KaK CMHXPOHHbIe, HO eCTb HeCKOJ1IbKO OT/INYNIA:
* 0COBEHHOCTM CO34aHNSA 3K3EMMAPOB, TaK Kak __init  He MoxxeT bbiTb cCoOnporpaMMon

* HeKoTOopble cneunasbHble MeToAbl UMEKT OTAe/bHble BEPCUN AJ19 aCMHXPOHHbIX KNacCcoB, Ha-
npumep, aenter , aexit , anext , aiter

MeTonAbl Knacca MOryT ObITb conporpaMmMamMn Uan OBbIYHBIMU PYHKLNAMU.

Co3maHue 3K3eMIUIsIpa

B CMHXpPOHHOM BapunaHTe, NpU CoO34aHUM Kacca KOTopbIn noakaYaeTcsa no SSH, camo nogkniode-
Hue 06bl4HO ByaeT BbIMOJIHATLCA B MeToge  init  (HanpsMylo naun Yyepes Bbli30B APYroro MeTo-
0a). B aCMHXPOHHbIX KNnaccax Tak caenaTb He NoNy4YNTCS, Tak Kak AJ15 BbINOJIHEHNSA NOAKIOYEHNSA
B _init , Hapmo cpenaTsb init conporpammoin. Tak Kak init gosmkeH Bo3spawaTtb None, ecnu cae-
naTb init conporpamMmon, BO3HMKHET owunbKa:

In [3]: class ConnectSSH:
async def init (self):
await asyncio.sleep(0.1)

TypeError Traceback (most recent call last)
<ipython-input-5-ceb9b33fd87d> in <module>
---->1 rl = ConnectSSH()

TypeError: _init () should return None, not 'coroutine’
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Mo>xanyi, caMblil pacnpoCcTPaHeHHbI BapuaHT pelleHuns npobnemsl - co3gaHne oTAE/IbHOrO MeTo-
a onsa nogkioveHus (BMecTe ¢ gobaBsieHMEM aCMHXPOHHOIO MeHed)Kepa KOHTEKCTa).

from pprint import pprint
import asyncio
import asyncssh

class ConnectAsyncSSH:
def init (self, host, username, password, enable password, connection timeout=5):
self.host = host
self.username = username
self.password = password
self.enable password = enable password
self.connection_timeout = connection_timeout

async def connect(self):
self. ssh = await asyncio.wait for(
asyncssh.connect(
host=self.host,
username=self.username,
password=self.password,
encryption algs="+aesl1l28-chc,aes256-chc",
),
timeout=self.connection_ timeout,
)
self.writer, self.reader, = await self. ssh.open_ session(
term_type="Dumb", term size=(200, 24)
)
await self.reader.readuntil(">"
self.writer.write("enable\n")
await self.reader.readuntil("Password")
self.writer.write(f"{self.enable password}\n")
await self.reader.readuntil("#")
self.writer.write("terminal length 0\n")
await self.reader.readuntil("#")

async def get prompt(self):
self.writer.write("\n")
output = await self.reader.readuntil("#")
return output

B 3TOM cnydae Oonsg nogkal4YeHUs Hago CHavasla co34aTb 3K3eMIUigp KJacca, a NnoToM Bbi3BaTb
MeTopn connect roe BbINOJIHAETCA CaMO NoAKJ0YeHune:

async def main():
ri = {

(continues on next page)
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"host": "192.168.100.1",

"username": "cisco",
"password": "cisco",
"enable password": "cisco",

}

ssh = ConnectAsyncSSH(**rl)
await ssh.connect()
print(await ssh.get prompt())

if  name

== " main_

asyncio.run(main())

Kak npaBuio, BMECTE C TakKUM BapMaHTOM MCMOJb3YeTCs aCUHXPOHHbIA MeHeL)Kep KOHTeKcTa. B
3TOM cjlyyae, MeTof connect Bbi3biBaeTCs B MeToAe  aenter  (aHanor __enter ). ACUHXPOH-
HbIli MeHea)Kep KOHTEKCTa PpacCMaTPUBAETCS MO3Xe.

classmethod

Ewe ognH pacnpoCcTpaHeHHbI BapmnaHT - UCNOJIb30BaHUe classmethod onsa co3gaHma aksemnaspa.
B npumepe Hmxe classmethod connect eanHCTBEHHBIN Crocob co3paHns aK3eMansapa:

from pprint import pprint
import asyncio
import asyncssh

class ConnectAsyncSSH:

@classmethod
async def connect(cls, host, username, password, enable password, connection_

—timeout=5):

self

self.
self.
self.
.enable password = enable password
self.

self

self

= cls()
host = host
username = username

password = password

connection_timeout = connection_timeout

._ssh = await asyncio.wait for(
asyncssh.connect(

host=self.host,
username=self.username,
password=self.password,

(continues on next page)
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encryption algs="+aesl28-chc,aes256-chc",
),
timeout=self.connection_timeout,
)
self.writer, self.reader, = await self. ssh.open_session(
term_type="Dumb", term size=(200, 24)
)
await self.reader.readuntil(">"
self.writer.write("enable\n")
await self.reader.readuntil("Password")
self.writer.write(f"{self.enable password}\n")
await self.reader.readuntil("#")
self.writer.write("terminal length 0\n")
await self.reader.readuntil("#")
return self

async def get prompt(self):
self.writer.write("\n")
output = await self.reader.readuntil("#")
return output

CospgaHune 3K3eMMdpa BbIrnagnT Tak:

async def main():

ri = {
"host": "192.168.100.1",
"username": "cisco",
"password": "cisco",
"enable password": "cisco",
}

ssh = await ConnectAsyncSSH.connect (**rl)
print(await ssh.get prompt())

if name ==" main ":
asyncio.run(main())

BTopol BapmaHT - 0OCTaBUTb init n 06bI4HBIN MeToA connect n fobaBnTb oTAEeNbHbIN classmethod:

class ConnectAsyncSSH:
def init (self, host, username, password, enable password, connection timeout=5):
self.host = host
self.username = username
self.password = password
self.enable _password = enable password
self.connection timeout = connection_ timeout

(continues on next page)
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async def connect(self):
self. ssh = await asyncio.wait_ for(
asyncssh.connect(
host=self.host,
username=self.username,
password=self.password,
encryption algs="+aesl28-cbhc,aes256-chc",

)I
timeout=self.connection_timeout,

)

self.writer, self.reader, = await self. ssh.open session(
term type="Dumb", term size=(200, 24)

)

awalt self.reader.readuntil(">"

self.writer.write("enable\n")

await self.reader.readuntil("Password")

self.writer.write(f"{self.enable password}\n")

await self.reader.readuntil("#")

self.writer.write("terminal length 0\n")

await self.reader.readuntil("#")

@classmethod
async def create connection(cls, host, username, password, enable password,,

—connection_timeout=5):
self = cls(host, username, password, enable password, connection timeout)
await self.connect()
return self

async def get prompt(self):
self.writer.write("\n")
output = await self.reader.readuntil("#")
return output

Co3paHune ak3emnsapa Yepes classmethod BbIrnagnT Tak, HO MPY 3TOM MOXXHO CO34aBaTb 3K3EMMASAP
1 4yepes init + connect:

async def main():

rl = {
"host": "192.168.100.1",
"username": "cisco",
"password": "cisco",
"enable password": "cisco",
}

ssh = await ConnectAsyncSSH.create connection(**rl)
print(await ssh.get prompt())
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ACHHXPOHHBIH MeHeIKep KOHTEeKCTa

B uenom, cMbica paboTbl aCMHXPOHHOI0O MEHeA )Kepa KOHTEKCTa OCTaeTCs TakKMM e, Kak U B CUH-
XPOHHOM. TOJIbKO Tak KakK MeToAbl ANA NOAKIIYEHNS K YCTPONCTBY ABAAIOTCA COMPOrpaMMamMm, nx
Ha[o npaBubHO OXMAaTb (await) U1 COOTBETCTBEHHO crneunasibHble MeTOoAbl AN CO34aHNA acuH-
XPOHHOIr0 MeHe A )Kepa KOHTEeKCTa, ToXXe A0JIKHbI 6bITh conporpamMMamu. Mo3TOMy ANS aCUHXPOH-
HOro MeHea)kepa KOHTEKCTa CO3[aHbl OTAe/IbHbIE CreynanbHble MeToabl _aenter  un  aexit
1N COOTBETCTBEHHO YTObObI OHW BbI3bIBAJINCL, HAA0 UCMOJIb30BaTb aCUHXPOHHbLIA MEHeA )KepP KOHTEK-
CcTa async with, a He 06bIYHbIN wWith.

MpuMeuyaHme: async with MOXXHO MCMNONb30BaTb TOJILKO BHYTPW COMPOrpaMMsl.

Mpnmep Knacca ¢ I'IO,EI,)J,Ep)KKOI?I MPOTOKOJ1a aCMHXPOHHOIo MeHeO>Xepa KOHTEKCTa:

from pprint import pprint
import asyncio
import asyncssh

class ConnectAsyncSSH:
def init (self, host, username, password, enable password, connection timeout=5):
self.host = host
self.username = username
self.password = password
self.enable password = enable password
self.connection_timeout = connection_timeout

async def connect(self):
self. ssh = await asyncio.wait for(
asyncssh.connect(
host=self.host,
username=self.username,
password=self.password,
encryption algs="+aesl28-cbc,aes256-chc",
),
timeout=self.connection_timeout,
)
self.writer, self.reader, = await self. ssh.open_session(
term type="Dumb", term size=(200, 24)
)
awalit self.reader.readuntil(">"
self.writer.write("enable\n")
awalit self.reader.readuntil("Password")
self.writer.write(f"{self.enable password}\n")

(continues on next page)
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await self.reader.readuntil("#")
self.writer.write("terminal length 0\n")
await self.reader.readuntil("#")

async def get prompt(self):
self.writer.write("\n")
output = await self.reader.readuntil("#")
return output

def close(self):
self. ssh.close()

async def aenter (self):
await self.connect()
return self

async def aexit (self, exc_type, exc_val, exc_tb):
self.close()

Mpumep ncnonb3oBaHUA:

async def main():

rl = {
"host": "192.168.100.1",
"username": "cisco",
"password": "cisco",
"enable password": "cisco",
}

async with ConnectAsyncSSH(**rl) as ssh:
print(await ssh.get prompt())

if name == " main_":
asyncio.run(main())

ACHMHXPOHHAsI UTEepalusi

Mpwn paboTe C aCMHXPOHHbLIM KOOOM, MOFYT NCMOJIb30BaTbCA Kak 0ObI4YHbIE UTEPaTOPbl N UTEPUPY-
eMble 00bEeKTbI, TaK N aCMHXPOHHbIE. ACUHXPOHHbIE UTEPATOPbl U NTepUPyeMble 00bEKTLI B LLEJIOM
paboTaloT Tak e, KaK N CUHXPOHHbIE. 118 aCUHXPOHHBLIX NTEPaTOPOB U UTEPUPYEMbIX 0O6HLEKTOB
CO3[aHbl OTAeNbHbIE MeToabl  aiter wm  anext |, natocC ong nepebopa aCMHXPOHHbIX UTepu-
pyeMbix 06bEeKTOB eCcTb LMK async for.
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MpuMeuyaHme: async for MOXKHO MCMNO0J1Ib30BaTb TOJILKO BHYTpPW CcomnporpamMmmsl.

ACUHXPOHHbIH UTepupyembin 06bekT (asynchronous iterable) - 310 06beKT, KOTOPbIN MOX-
HO ncnosnb3oBaTb B async for. B aCMHXPOHHOM MTepupyeMoM ob6bekTe AoJ/KeH 6biTb MeTon
__aiter , KOTOPbI BO3BpaLLAeT aCMHXPOHHbLIN UTepaTop.

AcCuHXpPOHHbIN uTepaTop (asynchronous iterator) - 370 06bekT, y KOTOPOro eCcTb MeToAbl
_anext wn _aiter . Metop anext poskeH Bo3BpallaTb awaitable obbekT. Mpn 3aBep-
LeHNN uTepaunmn reHepupyetcsa ncknodeHne StopAsyncIteration.

ACUHXPOHHbIE UTEPATOPbI MOXKHO CO34aBaTh C MOMOLLbIO KJIACCOB WM aCUHXPOHHbLIX FEHEPaTOPOB.
TyT paccmaTpuBaeTCA BapuaHT Yepes KJacchl, a B CedylolleM pa3aene pacCMaTPMBaloTCA acuH-
XPOHHble reHepaTopbl.

MprMep aCMHXPOHHOIr0 UTepaTopa, KOTOPbLIN Ha KaXX4OW nTepaumm NbiTaeTCca NOAKIIOYNTBLCS K 0-
HOMY YCTPOWCTBY C noMoulbto scrapli:

import asyncio

from datetime import datetime

from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException
from async_timeout import timeout

import yaml

class CheckConnection:
def init (self, device list):
self.device list = device list
self. _current_device = 0

async def scan device(self, device):
ip = device["host"]
try:
async with timeout(5): # nn1g asynctelnet
async with AsyncScrapli(**device) as conn:
prompt = await conn.get prompt()
return True, prompt
except (ScrapliException, asyncio.exceptions.TimeoutError) as error:
return False, f"{error ip}"

async def  anext (self):
if self. current device >= len(self.device list):
raise StopAsyncIteration
device params = self.device list[self. current device]
scan_results = await self. scan_device(device params)
self. current device += 1

(continues on next page)
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return scan_results

def aiter_ (self):
return self

CMbIC/ 3TOro nTepaTopa B TOM 4T0Obl NPOBEPUTL MNOAYYUTCA JIN NOAKIOHYNTLCA K 060pyA0BaHMIO
no SSH ¢ nomouubto scrapli. ECAnM NoAKNI0YNTLCA NOAYYUNOChk, anext  Bo3BpalwiaeT True u npu-
rnaweHune ycTponucTea, ecnm HeT - False n ncknyeHue

NMpuMeyaHue: ObpaTnTe BHMMaHME Ha TO, YTO MeToA _anext conporpamma,a aiter HerT.

Ons nepebopa acMHXPOHHOro TepaTopa HaAo UCMoJsib30BaTb async for 1 COOTBETCTBEHHO nepe-
60op Hago AenaTb B coNporpaMme:

async def ssh scan(devices):
check = CheckConnection(devices)
async for status, msg in check:
if status:
print(f"{datetime.now()} SSH. [lopknw4yeHne ycnewHo: {msg}")
else:
print(f"{datetime.now()} SSH. He ypanocb nopknwuntbcsa: {msg}")

if name == " main_ ":

with open("devices asyncssh.yaml") as f:
devices = yaml.safe load(f)
asyncio.run(ssh_scan(devices))

Copepxumoe hainna devices_asyncssh.yaml (nepsble ABa YCTPONCTBA AOCTYMHbI U C MPaBUSIbHbIMA
napamMmeTpamu, TpeTbe AOCTYMNHO, HO YKa3aH HernpasWJbHbIA Maposib, YeTBEPTOe HEeAOCTYMHO):

- host: 192.168.100.1
auth_username: cisco
auth_password: cisco
auth_secondary: cisco
auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh

- host: 192.168.100.2
auth_username: cisco
auth_password: cisco
auth_secondary: cisco

(continues on next page)

ACUHXPOHHas uTepauus 47




OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh

- host: 192.168.100.3
auth_username: cisco
auth_password: ciscoe
auth_secondary: cisco
auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh

- host: 192.168.100.11
auth_username: cisco
auth_password: cisco
auth_secondary: cisco
auth_strict_key: false
timeout_socket: 5
timeout_transport: 10
platform: cisco iosxe
transport: asyncssh

BbI30B ckpunTa:

$ python ex05 async_iterator_ssh.py

2021-04-19 11:25:40.775305 SSH. NopknioyeHne ycnewHo: R1#

2021-04-19 11:25:41.334456 SSH. MogknwyeHune ycnewHo: R2#

2021-04-19 11:25:43.638459 SSH. He ypanocb nopgknyntbca: all authentication methods,,
—Tfailed 192.168.100.3

2021-04-19 11:25:48.647160 SSH. He ypanocb nopgknwuutbca: timed out opening connection to,
—device 192.168.100.11

NTepaTop CheckConnection nposepseT ycTponcTsa nocsefosaTesibHO, HO BMeCTe C 3TUM uTepa-
TOPOM, NapasieslbHO MOXXHO 3arnyckaTb YTO-TO eLle, Harnpumep, NapasesylbHO NPOBEPATbL NOAKJIIO-
YyeHue telnet (pann ex06_async_iterator_telnet_ssh.py):

async def scan(devices, protocol):
check = CheckConnection(devices)
async for status, msg in check:
if status:
print(f"{datetime.now() protocol}. lMopgknwyeHne ycrnewHo: {msg}")
else:
print(f"{datetime.now() protocol}. He ypanocb nopknwo4uTbcsa: {msg}")

(continues on next page)
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async def main():
with open("devices asyncssh.yaml") as f:
devices ssh = yaml.safe load(f)
with open("devices asynctelnet.yaml") as f:
devices telnet = yaml.safe load(f)
await asyncio.gather(scan(devices ssh, "SSH"), scan(devices telnet, "Telnet"))

if name == " main_":
asyncio.run(main())

Bbi30B ckpunTa:

$ python ex06 async_iterator_telnet ssh.py

2021-04-19 11:30:14.820195 SSH. MNopkmioyeHne ycnewHo: R1#

2021-04-19 11:30:14.983307 Telnet. MopgkniwyeHne ycnewHo: R1#

2021-04-19 11:30:15.296011 SSH. MNogknw4yeHue ycnewHo: R2#

2021-04-19 11:30:15.449338 Telnet. MopgkniyeHne ycnewHo: R2#

2021-04-19 11:30:17.599259 SSH. He ypanocb nogkniyutbecs: all authentication methods,,
—Tfailed 192.168.100.3

2021-04-19 11:30:19.775107 Telnet. He ypanocb nopgknwuuTbCA: username/login prompt seen,
—more than once, assuming auth failed 192.168.100.3

2021-04-19 11:30:22.603411 SSH. He ypanocb nogknwyuTtbCcA: 192.168.100.11

2021-04-19 11:30:24.777987 Telnet. He ypanocb nopgknwouuTbca: 192.168.100.11

IIpuMepsbI K1aCCOB

Knacc pist nogkiaodenusi mo SSH ¢ moMmoibio asyncssh

from pprint import pprint
import asyncio
import asyncssh

class ConnectAsyncSSH:
def init (self, host, username, password, enable password, connection_ timeout=5):
self.host = host
self.username = username
self.password = password
self.enable password = enable password
self.connection timeout = connection_timeout

(continues on next page)
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async def connect(self):
self.ssh = await asyncio.wait for(
asyncssh.connect(
host=self.host,
username=self.username,
password=self.password,
encryption algs="+aesl28-cbhc,aes256-chc",

)I
timeout=self.connection_timeout,

)

self.writer, self.reader, _ = await self.ssh.open_session(
term type="Dumb", term size=(200, 24)

)

await self. read until(">"

self.writer.write("enable\n")

await self. read until("Password")

self.writer.write(f"{self.enable password}\n")

await self. read until([">", "#"1)

self.writer.write("terminal length 0\n")

await self. read until()

async def read until(self, prompt="#", timeout=3):
try:
return await asyncio.wait for(self.reader.readuntil(prompt), timeout)
except asyncio.TimeoutError as error:
output = ""
while True:
try:
output += await asyncio.wait for(self.reader.read(1000), 0.1)
except asyncio.TimeoutError as error:
break
message = (
f"TimeoutError while executing self.reader.readuntil('{prompt}')\n"
f"Last output from device:\n{output}"
)

raise asyncio.TimeoutError(message)

async def send show command(self, command):
self.writer.write(command + "\n")
output = await self. read until()
return output

async def send config commands(self, commands):
cfg_output = ""

(continues on next page)

50 MFnaea 3. 3. Co3paHue KJaccoB ¢ asyncio



OCHOBBI asyncio OJisi CeTeéBbIX HH2KEHEepPOoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

if type(commands) == str:

commands = ["conf t", commands, "end"]
else:

commands = ["conf t", *commands, "end"]
for cmd in commands:

self.writer.write(cmd + "\n")

cfg output += await self. read until()
return cfg output

async def close(self):
self.ssh.close()
await self.ssh.wait closed()

async def _ aenter_ (self):
awalt self.connect()
return self
async def aexit (self, exc type, exc val, exc_tb):

await self.close()

async def main():

rt = {
"host": "192.168.100.1",
"username": "cisco",
"password": "cisco",
"enable password": "cisco",
}

config commands = ["logging buffered 20010", "ip http server"]
async with ConnectAsyncSSH(**rl) as ssh:
print(await ssh.send show command("sh ip int br"))
print(await ssh.send config_commands(config_commands))

if name == " main_ ":
asyncio.run(main())

MpnMep Ncnosib3oBaHUA Kacca:

from pprint import pprint
import asyncio
import asyncssh

import yaml
from ex1l _asyncssh_basic_class import ConnectAsyncSSH

(continues on next page)
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async def send show(device, command):
host = device["host"]
try:
async with ConnectAsyncSSH(**device) as ssh:
output = await ssh.send show _command("sh ip int br")
return output
except asyncio.TimeoutError:
print(f"Connection Timeout on {host}")
except asyncssh.PermissionDenied:
print(f"Authentication Error on {host}")
except asyncssh.Error as error:
print(f"{error} on {host}")

async def send command to devices(devices, command):
coroutines = [send show(device, command) for device in devices]
result = await asyncio.gather(*coroutines)
return result

if name == " main_ ":
with open("devices.yaml") as f:
devices = yaml.safe load(f)
result = asyncio.run(send command to devices(devices, "sh ip int br"))
pprint(result, width=120)

Kitacc uTepaTop I/isi MPOBEePKH JOCTYIIHOCTH YCTPOMCTB ping’oM

import asyncio

from datetime import datetime

from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException
from async_timeout import timeout

import yaml

from ex06_async_iterator_telnet_ssh import CheckConnection, scan

class CheckConnectionPing(CheckConnection):
def init (self, device list):
self.device list = device list
self. current_device = 0

(continues on next page)

52 MFnaea 3. 3. Co3paHue KJaccoB ¢ asyncio




OCHOBBI asyncio OJisi CeTeéBbIX HH2KEHEepPOoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

async def scan device(self, device):
reply = await asyncio.create subprocess shell(
f'"ping -c 3 -n {device}",
stdout=asyncio.subprocess.PIPE,

stderr=asyncio.subprocess.PIPE,

stdout, stderr = await reply.communicate()
output = (stdout + stderr).decode("utf-8")

if reply.returncode == 0:
return True, output
else:
return False, output

async def scan(devices, protocol):
protocol class map = {
"ssh": CheckConnection,
"telnet": CheckConnection,
"icmp": CheckConnectionPing,
}
ConnectionClass = protocol class map.get(protocol.lower())
if ConnectionClass:
check = ConnectionClass(devices)
async for status, msg in check:
if status:
print(f"{datetime.now() protocol}. lMopkniwyeHne ycnewHo: {msg}")
else:
print(f"{datetime.now() protocol}. He ypanocb nogkmiounTbCca: {msg}")
else:
raise ValueError(f"[na npotokona {protocol} HeT coOTBEeTCTBYyklEero knacca")

async def main():
with open("devices asyncssh.yaml") as f:
devices ssh = yaml.safe load(f)
with open("devices asynctelnet.yaml") as f:
devices telnet = yaml.safe load(f)
ip list = ["192.168.100.1", "8.8.8.8", "10.1.1.1"]
await asyncio.gather(
scan(devices ssh, "SSH"), scan(devices telnet, "Telnet"), scan(ip_list, "ICMP")

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

if name == " main_":
asyncio.run(main())

IHOMMO/ITHUTE/IbHbIE MaTepHaIbl

JokymeHTauunsa
e Asynchronous lterators
e Asynchronous Context Managers
e async for

e async with
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https://docs.python.org/3/reference/compound_stmts.html#async-for
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4. Acnoib30BaHHE MOOYJ/IsA asyncio

B 3TOM pa3gene pacCMaTpPMBaOTCH aCMHXPOHHbIE BEPCMN NPUBLIYHOIO yHKUKMOHana Python:
* list/dict/set comprehensions
e [leKopaTopbl A8 CONporpaMm
* aCUNHXPOHHbIE reHepaTopbl

* asyncio subprocess

MpuMmeyaHune: CMHXpOHHas BepcuaA 3TUX TeM paccMmaTpuBaeTca B 0a3oBon kHure (list
comprehensions u subprocess) n B advanced KHure (aekopaTopbl U FeHepaTopsbl).

N HekoTopble 0cobeHHOCTU paboThi:
* paboTa C CUHXPOHHbLIMU MOAYJISIMU NPU NCMOJIb30BaHUM asyncio

* NCroJjib30BaHWe Semaphore Ana orpaHn4YeHma KoandecTBa NapaanelsibHbiX MOAK/IIOYEHUNN

list/dict/set comprehensions

B list/dict/set comprehensions MO>XXHO nCNosib30BaTb await u, Npmn nepebope aCMHXPOHHOIO UTepa-
Topa - async for.

Mpumep ncnonb3oBaHuA list comprehensions B conporpamme:

from pprint import pprint

import asyncio

import yaml

from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException

(continues on next page)
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OCHOBBI asyncio OJisi CeTeBbIX HH2KEHepoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

async def send show(device, command):
print(f">>> connect to {device['host']}")
try:
async with AsyncScrapli(**device) as conn:
result = await conn.send command(command)
return result.result
except ScrapliException as error:
print(error, device["host"])

async def send command to devices(devices, commands):
tasks = [asyncio.create task(send show(device, commands)) for device in devices]
result = [await task for task in tasks]
return result

if name ==" main ":
with open("devices async.yaml") as f:
devices = yaml.safe load(f)
result = asyncio.run(send command to devices(devices, "sh clock"))
pprint(result, width=120)

TyT c noMoubto 0bbI4HOro list comprehensions (6e3 async/await) cosgaeTcs CMMCoOK 3agav:

tasks = [asyncio.create task(send show(device, commands)) for device in devices]

A B 3TOM ncnonb3yeTcsa await 4Tobbl NOAY4YUTb pe3ynbTaThbl KaXX40W 3a4a4u:

result = [await task for task in tasks]

Tak>xe B list comprehensions MoxeT ncnonb3oBaTbca async for, npm nepebope aCMHXPOHHOIO
ntepaTtopa.

import asyncio

.

. from pprint import pprint
from datetime import datetime

from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException

import yaml

class CheckConnection:
def init (self, device list):

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

self.device list = device list
self. current device = 0

async def scan device(self, device):

ip = device["host"]

try:
async with AsyncScrapli(**device) as conn:

prompt = await conn.get prompt()

return True, prompt

except (ScrapliException, asyncio.exceptions.TimeoutError) as error:
return False, f"{error ipt"

async def  anext (self):
if self. current device >= len(self.device list):
raise StopAsyncIteration
device params = self.device list[self. current _device]
scan_results = await self. scan _device(device params)
self._current_device += 1
return scan_results

def aiter (self):
return self

async def ssh scan(devices):
check = CheckConnection(devices)
results = [out async for out in check]
return results

if name == " main_ ":
with open("devices asyncssh.yaml") as f:
devices = yaml.safe load(f)
result = asyncio.run(ssh_scan(devices))
pprint(result)
for status, msg in result:
if status:
print(f"{datetime.now()} SSH. Mogknw4yeHne ycnewHo: {msg}")
else:
print(f"{datetime.now()} SSH. He ypanocb nogknwuntbcsa: {msg}")

B npumepe Bbiwe B list comp ncnonb3yerca uMeHHO async for noTomy 4TO BbiNosHAETCSA nepebop
ACMHXPOHHOIr0 nTepaTopa:
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results = [out async for out in check]

IHeKopaTopsl OJisi COIIporpaMM

JekopaTopbl 14 CONporpaMm B LLeSIOM CO34al0TCA TakK XXe, KaK U fekopaTopbl 4718 06bIYHbIX (YHK-
unii. OCHOBHOE OTJIMYME B TOM, YTO €C/I1 AeKOPATOpP AO/DKEH NOAMEHATb (hYHKLMIO (3TO AenaeTcs
B BONbLUMHCTBE feKopaTopoB hyHKLMIA), HAA0 4Tobbl AeKkopaTop NOAMEHA CONPOrpaMMy COMpo-
rpaMmMon.

Mpumep aekopaTopa timecode, KOTOPbLI 3aMepseT BPEMS BbIMOJIHEHUS COMPOrPaMMbi:

import asyncio

from datetime import datetime

from functools import wraps

import yaml

from scrapli import AsyncScrapli

from scrapli.exceptions import ScrapliException

def timecode(function):

@wraps (function)

async def wrapper(*args, **kwargs):
start time = datetime.now()
result = await function(*args, **kwargs)
print(">>> OyHkuua BbinonHanacb:", datetime.now() - start time)
return result

return wrapper

@timecode
async def send show(device, command):
try:
async with AsyncScrapli(**device) as conn:
result = await conn.send command(command)
await asyncio.sleep(2)
return result.result
except ScrapliException as error:
print(error, device["host"])

if name ==" main ":
with open("devices async.yaml") as f:
devices = yaml.safe load(f)
rl = devices[0]

(continues on next page)
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OCHOBBI asyncio OJisi CeTeéBbIX HH2KEHEepPOoB

(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

result = asyncio.run(send show(rl, "sh clock"))
print(result)

Ons Toro 4Tobbl 3amMepuTh BPpeMS BbINMoJsIHEHUSA send_show, Hafo [00XXAATbCS BbIMOJIHEHUS COMpPO-
rpammbl - coenaTb await, a await MOXXHO NUCaTb TOJILKO BHYTPY COMPOrpaMMbl, COOTBETCTBEHHO
PyHKLMNA wrapper AoJXKHa 6blITb CONPOrpamMmoin.

AHaNOrNYHbIN 0BbIYHbLINA AeKopaTop:

def timecode(function):

@wraps (function)

def wrapper(*args, **kwargs):
start _time = datetime.now()
result = function(*args, **kwargs)
print('>>> OyHkuus BbinonHanacb:', datetime.now() - start time)
return result

return wrapper

MpuMmeyaHue: VIamepeHne BPEMEHWN BbIMOJIHEHUS COMPOrpamMMbl HEOOHO3HA4YHOE 3aHATMe, Tak
KaK OHO 3aBUCUT He TOJIbKO OT CaMOW COMporpamMmbl, HO U OT TOro 4To euwe paboTaeT B UuUKIe
cobbiTun.

BCTpoeHHLHBﬂeKOpaTopBI

MHorune BCTpOeHHbIE AeKkopaTopbl paboTaloT ¢ PyHKLUMAMU/METOAAMU, KOTOPbIE SBISOTCSA COMPO-
rpammamu: functools.wraps, classmethod, staticmethod.

NMpuMeyaHue: Conporpammbl MOXXHO AEKOPUPOBATL W property, HO Mo CMbICNy property 06bl4HO
MPUMEHSAETCA K YeMYy-TO, YTO BbINOJIHAETCA BbICTPO, MO3TOMY CTOUT, KaK MUHMUMYM, NMOAYMaTb O
TOM Hafgo Nn AenaTb property MeToA, KOTOPbIA BbINMOJIHSET onepaLnun BBoAa-BbIBOAA.

Mpumep ncnonb3osaHma classmethod:

from pprint import pprint
import asyncio
import asyncssh

class ConnectAsyncSSH:

@classmethod

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

async def connect(cls, host, username, password, enable password, connection_
—timeout=5):
self = cls()

self.host = host
self.username = username
self.password = password
self.enable password = enable password
self.connection_timeout = connection_timeout
self. ssh = await asyncio.wait for(
asyncssh.connect(
host=self.host,
username=self.username,
password=self.password,
encryption algs="+aesl28-cbhc,aes256-chc",
),
timeout=self.connection_timeout,
)
self.writer, self.reader, = await self. ssh.open_session(
term_type="Dumb", term size=(200, 24)
)
await self.reader.readuntil(">"
self.writer.write("enable\n")
awalit self.reader.readuntil("Password")
self.writer.write(f"{self.enable password}\n")
await self.reader.readuntil("#")
self.writer.write("terminal length 0\n")
await self.reader.readuntil("#")
return self

async def get prompt(self):
self.writer.write("\n")
output = await self.reader.readuntil("#")
return output

Mpumep ncnonb3osaHusa staticmethod:

import asyncio

class PingIP:
def init (self, ip list):
self.ip list = ip_ list

@staticmethod
async def ping(ip):
reply = await asyncio.create subprocess shell(

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

f'"ping -c 3 -n {ip}",
stdout=asyncio.subprocess.PIPE,
stderr=asyncio.subprocess.PIPE,
)
stdout, stderr = await reply.communicate()
ip_is reachable = reply.returncode == 0
return ip, ip_is reachable

async def scan(self):
ping_ok = []
ping not ok = []

coroutines = [self. ping(ip) for ip in self.ip list]

result = await asyncio.gather(*coroutines)
for ip, status in result:
if status:
ping_ok.append(ip)
else:
ping not ok.append(ip)
return ping ok, ping not ok

if name == " main_ ":

ip_list = ["192.168.100.1", "192.168.100.2", "192.168.100.3", "192.168.100.11"]

scanner PingIP(ip_ 1list)
results = asyncio.run(scanner.scan())
print(results)

ACHHXPOHHBIE I'eHePaTopPhI

import csv
import asyncio
import aiofiles

async def open _csv(filename):
async with aiofiles.open(filename) as f:
headers = await f.readline()
headers = list(csv.reader([headers]))[0]
async for line in f:
print("open csv line")

yield dict(list(csv.DictReader([line], fieldnames=headers))[0])

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

async def filter prefix next hop(async_iterable, nexthop):
async for line in async iterable:
if line["nexthop"] == nexthop:
yield line

async def parse data(filename):
data = open_csv(filename)
nhop_45 = filter_prefix_next_hop(data, "200.219.145.45")
async for line in nhop 45:
print("parse data line")
print(line)

async def main():
result = await parse data("rib.table.lg.ba.ptt.br-BGP.csv")

if name ==" main ":
asyncio.run(main())

asyncio subprocess

import asyncio

async def ping(ip):
reply = await asyncio.create subprocess shell(
f"ping -c 3 -n {ip}",
stdout=asyncio.subprocess.PIPE,
stderr=asyncio.subprocess.PIPE,

stdout, stderr = await reply.communicate()

ip_is_reachable = reply.returncode ==
return ip is reachable

async def ping ip list(ip list):
coroutines = [ping(ip) for ip in ip_ list]
result = await asyncio.gather(*coroutines)
return result

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

if name ==" main ":
ip list ["192.168.100.1", "192.168.100.2", "192.168.100.3", "192.168.100.11"]
results = asyncio.run(ping ip list(ip_list))
print(results)

3aHYCK CHHXPOHHOI' O KOJId B IMMOTOKaAXx

ConporpamMmma asyncio.to thread nozsonseTt 3anycTuTb 610KMPYIOLLYIO OMepaLmnio B MOTOKE.

dTa conporpamma nossuiaack B Python 3.9, no storo ucnosnb3osanacb loop.run_in_executor.
Mpn sTom to thread 3710 no cyTm obepTka BOKpPyr loop.run_in_executor ¢ MCNONb30BaHMEM
ThreadPoolExecutor no ymon4aHuio, C MaKCUMasibHbIM KOJIMYECTBOM MOTOKOB MO YMOJIHaHMIO:

async def to thread(func, /, *args, **kwargs):
"""Asynchronously run function *func* in a separate thread.
Any *args and **kwargs supplied for this function are directly passed
to *func*. Also, the current :class: contextvars.Context' is propogated,
allowing context variables from the main thread to be accessed in the
separate thread.
Return a coroutine that can be awaited to get the eventual result of *func*.
loop = events.get running loop()
ctx = contextvars.copy context()
func_call = functools.partial(ctx.run, func, *args, **kwargs)
return await loop.run in executor(None, func call)

MpuMmeuyaHue: HavuHas c Bepcum Python 3.8 3HavyeHue no ymonyaHuo onsa max_workers BbicHum-
TbiBaeTCA Tak min(32, os.cpu _count() + 4).

Semaphore

import asyncio

async def connect(ip, semaphore):
async with semaphore:
print(f"MNogkmyanwce K {ip}")

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

await asyncio.sleep(1)
print(f"OTtBet ot {ip}")

async def main():
sem = asyncio.Semaphore(20)
coroutines = [connect(i, sem) for i in range(500)]
await asyncio.gather(*coroutines)

asyncio.run(main())

from pprint import pprint
import asyncio

import yaml
from scrapli import AsyncScrapli
from scrapli.exceptions import ScrapliException

async def send show(device, show commands):
print(f'>>> lNopknwyawcb K {device["host"]}"')
cmd dict = {}
if type(show_commands) == str:
show commands = [show commands]
try:
async with AsyncScrapli(**device) as ssh:
for cmd in show_commands:
reply = await ssh.send command(cmd)
cmd _dict[cmd] = reply.result
print(f'<<< lMony4yeH pe3ynbTaT oT {device["host"]}"')
return cmd dict
except ScrapliException as error:
print(error, device["host"])

async def connect ssh with semaphore(semaphore, function, *args, **kwargs):
async with semaphore:
return await function(*args, **kwargs)

async def send command to devices(devices, commands, max_workers=50):
semaphore = asyncio.Semaphore(max workers)
coroutines = [
connect ssh with semaphore(semaphore, send show, device, commands)

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

for device in devices
1
result = await asyncio.gather(*coroutines)
return result

if name == " main_":
with open("devices async.yaml") as f:
devices = yaml.safe load(f)

result = asyncio.run(send command to devices(devices, "sh ip int br"))

pprint(result, width=120)

Semaphore
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5. PaboTa C IMK/JIOM COOBITHH

ITukia coonsiTun (Event loop)

dyHKUMA asyncio.get event loop Bo3BpawaeT unkn cobbitun. Ecnm uumkn cobeitnn ewe He 6bin
CO3[aH, Co34aeT HOBbIN 1 BO3BPALLAET ero:

loop = asyncio.get event loop()

OTMeHa 3ama4
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6. [lomoTHUTE/IbHAsI HHGpOPMAIHsI

B aToMm pasgene cobpaHa MHMOPMaLMA, KOTOpas He BOLLJIAa B OCHOBHbIE pa3fesbl KHUMM, HO KOTO-
pasi, TeM He MeHee, MOXeT ObITb MoJsiesHa.

TectoBbii HTTP cepBep c FastAPI
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netdev

netdev - 3To MOAyJib, KOTOPbLIN MO3BOJISET YNPOCTUTb WUCMOJIb30BaHWE asyncssh Oss ceTeBbIX
ycTponcTe. Netdev ucnonblyet asyncssh, HO NMpu 3TOM co3gaeT NHTeEPdENC N METOAbI, KOTOpbIE
HY>KHbI 418 paboTbl ¢ ceTeBbiM obopynoBaHueM. MHTepdenc paboTbl MNOX0X Ha netmiko.

OcHOBBI netdev

netdev - 3To MOAy/b, KOTOPLIA MO3BOJISET YNPOCTUTbL WCMOJb30BaHMEe asyncssh Onsa ceTesblX
ycTponcTB. Netdev ncnonbsyert asyncssh, HoO Npn 3TOM co3gaeT UHTePdENC N MeTodbl, KOTOPbIE
HY>XHbl 419 paboTbl ¢ ceTeBbiM 0bopynoBaHueM. HTepdenc paboTbl MOxoxx Ha netmiko.

YcTaHoBKa netdev:

pip install netdev

MpuMmeuyaHue: Tekywasa sepcusa netdev 0.9.3 He nogaep>xmBaeT nocaenHue sepcum asyncssh.

IMoomepkuBaeMbIe IIaTHOPMbI

Mopnep>xuBaemble NAaTOpPMBbI:
» Cisco 10S
 Cisco I0S XE
* Cisco I0S XR
» Cisco ASA
» Cisco NX-0OS
* HP Comware (like V1910 too)
* Fujitsu Blade Switches
* Mikrotik RouterOS
* Arista EOS
e Juniper JunOS
* Aruba AOS 6.X
* Aruba AOS 8.X

e Terminal
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HapaMeprI IMOOKJIIIOYEeHHU A

OCHOBHbIe MapaMeTpbl NOAKJIOYEHNS:
* host - IP-agpec nnm nms xocTa
* username - M4 NnoJsib3oBaTens
* password - naposb
» secret (anga Cisco 10S) - naposb Ha peXxum enable
* device_type - Tun ycTponcTtea

Mpouecc NoAKAIOYEHUS HEMHOIO OT/IMY4aeTCsa B 3aBUCMMOCTU OT TOM0 UCMOJIb3YeTCA aCUHXPOHHbIN
MeHeO)Xep KOHTeKCTa uaum HeT. MNpu nogknioyeHnn 6e3 meHep )Xepa KOHTeKCTa, CHavana Hajao ne-
penaTb NnapaMeTpbl netdev.create, a 3aTeM BbI3BaTb MeTop connect:

In [1]: import netdev

In [2]: rl = {
'device type': 'cisco ios',
"host': '192.168.100.1"',
'username': 'cisco',
'password': 'cisco',
'secret': 'cisco',

In [3]: ssh = netdev.create(**rl)

In [4]: await ssh.connect()

lMocsie 35TOro MOXXHO OTNPAaBAATbL KOMaHAbI:

In [5]: ssh.base prompt
Out[5]: 'R1'

In [6]: await ssh.check enable mode()
Out[6]: True

In [7]: await ssh.disconnect()

Mpn ncnosb30BaHNN aCUHXPOHHOIMO MeHe)Xepa KOHTeKCTa, open Bbi3blBaTb HE HaAO:

In [9]: async with netdev.create(**rl) as ssh:
print(await ssh.check enable mode())
True
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OTl'[paBKa KOMaH[

B netdev ecTb ABa OCHOBHbIX METOAA OJ18 OTMPABKWN KOMaHA:
* send_command - oTNpaBuTb 0gHY show KoMaHAay

* send config set-oTnpaBMTb CMMCOK KOMaHA B KOH(OUTYpPaLMOHHOM peXXuMe (ecnm KoMaHaa
Oo4Ha, HaJo OTMNpPaBAATb CMUCOK C OAHOW CTPOKOWN)

MeTton send_command

MeTon send command No3BOISIET OTNPABUTbL OAHY KOMaHAY Ha YCTPOMCTRBO.

In [10]: await ssh.send command("sh ip int br")

Out[10]: 'Interface IP-Address 0K? Method Status "
—Protocol\nEthernet0/0 192.168.100.1  YES NVRAM up "
—up \nEthernet0/1 192.168.200.1  YES NVRAM up "
—up \nEthernet0/2 unassigned YES NVRAM up U
—up \nEthernet0/3 192.168.130.1  YES NVRAM up o
—up \nLoopbackll 11.1.1.1 YES manual up U
—up \nLoopback99 unassigned YES unset up U
—up \nLoopback100 10.1.1.100 YES manual up "
—up \nLoopback200 10.2.2.2 YES manual up o
—up \nTunnelo® 10.255.1.1 YES manual up "
—down \nTunnell unassigned YES unset up U
—down \nTunnel9 unassigned YES unset up "
—down '

MapameTpbl KOMaHAbI:

ssh.send_command (
command_string,
pattern="'",
re flags=0,
strip_command=True,
strip prompt=True,

MapameTpsl strip_command u strip_prompt paboTaloT Tak ke Kak B netmiko v npu 3Ha4yeHun False
(no ymon4yanuio True), nob6aBNAOT B BbIBOA KOMaHAY U NpuUrialleHune:

In [11]: await ssh.send command("sh clock")
Out[11]: '*05:54:20.671 UTC Thu Apr 8 2021'

In [12]: await ssh.send command("sh clock", strip_command=False, strip_ prompt=False)
Out[12]: 'sh clock\n*05:54:31.886 UTC Thu Apr 8 2021\nR1#'
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MapameTp pattern nossonsdeT ykasbiBaTb KaKown CTPOKWN XOaTb B BbiBOAE (Hy)KHO ana KoMaHpg, KO-
TOpble 3anpallnBatloT nogTeepXxXgoeHme nanm seo I/IHCbOpMaLI,I/II/I):

In [13]: await ssh.send _command("copy run start", pattern="Destination filename")
Out[13]: 'Destination filename [startup-config]? '

In [14]: await ssh.send command("\n")
Out[14]: 'Building configuration...\n[OK]'

MeTtopn send_config_set

MeTog send config set no3BosisieT 0TNPaBUTb HECKOJIbKO KOMaH KOH(MUIYpPaLMOHHOI 0O peXxnma.

Mpumep NCNonb30BaHUS:

In [16]: await ssh.send config set(["interface 1099", "ip address 10.99.9.9 255.25.255.255
="1)

Out[16]: 'conf t\nEnter configuration commands, one per line. End with CNTL/Z.\
—nR1(config)#interface 1099\nR1(config-if)#ip address 10.99.9.9 255.25.255.255\nBad mask,,
—0OxFF19FFFF for address 10.99.9.9\nR1l(config-if)#end\nR1#"

[Ona oTnpaBKM 0QHOM KOMaHAbl, €e HaAo nepefaTbh Kak CAMCOK C OOHON CTPOKOM:

In [17]: await ssh.send config set(["interface 1099"1])
Out[17]: 'conf t\nEnter configuration commands, one per line. End with CNTL/Z.\
—nR1(config)#interface 1099\nR1l(config-if)#end\nR1l#"

IIpumep 6a30BOro UCHOIbL30BaHusI netdev

import asyncio
import netdev

async def send show(device, command):
async with netdev.create(**device) as ssh:
result = await ssh.send_command(command)
return result

if name ==" main_ ":
rl = {
"device type": "cisco ios",
"host": "192.168.100.1",
"username": "cisco",

(continues on next page)
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(MpoposKeHue ¢ npeablaywen cCTpaHnLbl)

"password": "cisco",

"secret": "cisco",
}
output = asyncio.run(send show(rl, "show ip int br"))
print(output)

ITogKi1r0oueHHEe K HECKOJIBKHM YCTDOI':ICTBE[M

from pprint import pprint
import asyncio

import netdev
import yaml

async def send show(device, commands):

result = {}

if type(commands) == str:
commands = [commands]

try:

async with netdev.create(**device) as ssh:
for cmd in commands:
output = await ssh.send command(cmd)
result[cmd] = output
return result
except netdev.exceptions.TimeoutError as error:
print(error)
except netdev.exceptions.DisconnectError as error:
print(error)

async def send command to devices(devices, commands):
coroutines = [send show(device, commands) for device in devices]
result = await asyncio.gather(*coroutines)
return result

if npame == " main_ ":
with open("devices netdev.yaml") as f:
devices = yaml.safe load(f)
result = asyncio.run(send command to devices(devices, "sh ip int br"))
pprint(result, width=120)
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HOHOHHHTEHLHLH}MaTepHaHLI

JoKymeHTauma:
e netdev
Mpumepbl KoAa:

* netdev

netdev
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http://netdev.readthedocs.io/
https://github.com/natenka/pyneng-examples/tree/main/asyncio/asyncio02_libs/netdev
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